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MO PAU

Téng quan tinh hinh nghién céu lién quan dén dé tai

Ngay nay, cac dong tién dién tir da tré nén phd bién, thong dung trén thé gioi.
Mot trong nhitng ddng tién dién tir thanh cong nhat khong thé khong ké dén do 1a
Bitcoin. Vi cau tric luu trir dir liéu duoc thiét ké dic biét, cac giao dich trong
mang Bitcoin c6 thé xay ra ma khdng can bat ky bén tha ba, va cét 16i cong nghé dé
xay dung nén Bitcoin chinh 1a Blockchain, dugc dé xut vao nam 2008 va trién khai
vao nam 2009 [1].

Blockchain — Cong nghé chudi khdi — c6 thé duge xem nhu mot cudn sb céi
cong khai, chéng gia mao va tat ca cac giao dich duoc luu trir trong mot danh sach
cac khdi. Chudi nay lién tuc duoc phat trién khi cac khdi méi duoc thém vao. Véi
ham mat ma bat ddi xang va co ché dong thuan phan tan da 1am cho Blockchain
bao mat, nhat quan hon cac cubn so céi truyen thong.

Vi kha niang cho phép hoan thanh thanh toan ma khong can bat ky ngan hang
hay trung gian nao, Blockchain dugc dung trong cac dich vu tai chinh khac nhau
nhu tai san Ky thuat sd, chuyén tién hay thanh toan. Thém vao d6, n6 con cé thé ap
dung cho cac linh vuc khac nhu hop dong théng minh, dich vu cong cong, Internet
van vat, hé thong danh tiéng va dich vu bao mat [1].

Ly do chon dé tai

Do su phat trién khong ngirng cua xa hoi, cac nhu cau vé cudc séng con ngudi
duoc nang cao. An toan vé sinh thuc pham dang ngay cang trg thanh van dé cap
bach khong chi riéng Viét Nam ma con 1a mbi quan tim hang dau cua toan thé gidi.
Bén canh d6, cac thong tin ngudn gbc xuit x& cua thuc phiam ciing can phai duoc
minh bach, rd rang.

Chinh vi vay ma giai phap truy xuat ngudn géc dya trén nén tang Blockchain
dang rat dugc quan tam vi né mang lai sy minh bach trong théng tin san pham ciing
nhu 12 kha nang phan tan nham han ché rai ro xay ra trén mot dia diém.

D3 c6 mot s6 md hinh thir nghiém dura trén nén tang Blockchain trong truy xuat
ngudn nhu dy an “Hé tror Nong san Viét Nam xay ding nhdn dién thwong hiéu toan
cau [2]” véi sy tai trg cua Pai s quan Uc tai Viét Nam da duoc trién khai thi diém
trén chudi thanh long xuat khau sang thi truong Uc. Nhiing 16 hang thanh long dau
tién duoc cap phép xuat khau sang Uc vao thang 9/2017 [3] da danh dau budc tién



mai cua nganh ndng nghiép Viét Nam trong viéc mo rong thi truong tiéu thu. Ngoai
qua thanh long, nong san tiép theo duoc ap dung phd bién 1a qua xoai cua Hop tac
x4 My Xuong (Pong Thap) [4]. Nhu vay, viéc 4p dung Blockchain vao truy xuat
ngudn géc 1a hoan toan kha thi.

Pé 1am rd hon vé nhu cau truy xuat ngudn goc néng san & dia phuong hién nay
s& liy vi du vé tinh hinh néng san & Lam Ddng néi chung va thanh phé Ba Lat n6i
riéng. Hai hinh duéi day thé hién san lwong va dién tich thu hoach cay an qua tai
thanh phé Da Lat va mot sé dia phuong khac thudc tinh Lam Dong tir ndm 2010
dén 2015 [5]:

SAN LUQNG CAY AN QUA PHAN BO TAI DA LAT
SO VOI TOAN TINH LAM PONG

140,000
= 120,000
: 100,000
A 80,000
go 60,000
S 40,000
3 20,000

T 2010 2011 2012 2013 2014 2015

B Toan tinh 91,192 100470 89.716 90,874 116,573 128,966

SThanhphéDaLlat 7.870 5164 4562 4024 4157 4,121

Nam

Hinh 1. San lirong cdy dn qud phan bé tai Pa Lat va todn tinh Lam Pong



DIEN TICH THU HOACH CAY AN QUA TAI DA LAT
SO VOI TOAN TINH LAM DONG

10,000
9,000
8,000
7,000
6,000
5,000
4,000
3,000
2,000
1,000

Dlén tich (BVT: Ha)

2010 2011 2012 2013
@ Toan tinh 8,492 8587 8,561 8571 9,069
ThanhphéPalat 626 398 369 354 358

Nam

Hinh 2. Di¢n tich thu hoach cdy dn qud tai Pa Lat va toan tinh Lam Bong

(PVT: Tén)
2 2 2 2 2 2
bia 0 0 0 0 0 0
phwong 1 1 1 1 1 1
0 1 2 3 4 5

7 4 4
5, 4, 4,

1. Thanh , ) ,
] 1 1 1

pho ba 8 5 0
6 5 2

Lat 7 6 2
4 7 1

0 2 4

4 4 5
3, 6, 6,

2. Thanh , ) ’
! 9 5 6

pho Bao 5 0 5
9 8 7

Loc 5 6 3
8 3 1

0 9 8
3. Huyén 1 1, 1 1 2, 2,
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Dwa vao Hinh 1, Hinh 2 va Bang 1, c6 thé thiy san luong ciy dn qua toan tinh c6
chiéu huéng ting 1én kha rd rét. D6 1a minh chung cho thay thi trudng nng san tai
tinh Lam Pong phat trién theo chiéu hudng tich cuc. Néu cé thé ap dung hé thng
truy xuat nguén gbc ndy cho mét sé dia phuwong & trén, bat dau tir pham vi nho
truwde, thi sau cic nim, quy md hé théng co6 thé ting 1én cing vai san luong néng
san.

Muc tiéu dé tai

1.1.  Vély thuyét

Tim hiéu lich s hinh thanh va phét trién cia cong nghé chudi khdi -
Blockchain. Hiéu duoc kién triic va hoat dong co ban cua nén tang Blockchain, céc
co ché dong thuan trong Blockchain. Khao sat va phan tich wu nhuoc diém mot sé
nén tang dién hinh cua Blockchain hién nay trong thuc tién dé chon lya nén tang
xay dung tng dung truy xuat nguén goc nong san.

1.2.  Veéung dung

Xay dyng va trién khai ng dung truy xuat nguon géc néng san duwa trén mot nén
tang Blockchain ma nguon mé (cu thé 1a BigchainDB) dé dap tng nhu cau thyc té
hién tai. Hé théng duoc phat trién trén nén tang két hop céc céng nghé phat trién
ing dung web va di dong mai nhat, cing véi cong nghé dién toan dam may dé thiét
ké va phat trién hé théng truy xuat ngudn goc ndng san hudng téi viéc minh bach
trong nguon goc Xuat Xt san pham, tao niém tin tiéu dung. Nguoi tiéu ding chi can
quét ma QR duoc dan trén nong san 1a c6 thé tiép can dugc théng tin chi tiét vé
ngudn goc, Xuat Xt va qua trinh van chuyén, cung cap ctia ndng san.

Phwong phap nghién ciru

Dé tai ndy str dung phuong phap nghién ciru chi yéu 1a phuong phap phan tich
va tong két kinh nghiém.

Phuong phéap phan tich va tong két kinh nghiém 1a phuong phap nghién ctru xem
xét lai nhiing thanh qua caa hoat dong thuc tién trong qua kha dé rat ra nhing két
luan bo ich cho thuc tién va cho khoa hoc. Tong két kinh nghiém thuong thuong
hudng vao nghién cau dién bién va nguyén nhan cua cc su kién va nghién cau giai
phap thyc tién da ap dung dé tim ra cac giai phap hoan hao nhat [6].

Chinh vi vay ma phuong phap nay thuong duoc st dung cho cac muc dich sau:



- Tim hiéu ban chat, ngudn gdc, nguyén nhan va cach giai quyét cac van dé

trong cudc séng.

- Nghién cru con dudng thuc hién ¢é hiéu qua cach giai quyét trén.

- Tbdng két cac sang kién cua cac nhirng ngudi di trudc.

- Tong két nhitng nguyén nhéan, dé loai trir nhirng sai 1am, that bai trong hoat

dong.

- Tong két kinh nghiém mang tinh quan chdng rong réi.

Cu thé, tir viéc khao sat va phan tich nhu cau vé tng dung quan ly truy xuét
ngudn gbc ndng san ciing nhu cac ung dung, cong cu hién co, dé tai dé xuat mo
hinh hé thdng va xay dung, phéat trién ¢tng dung.

Poi twong nghién ciu

Déi twgng nghién ciru caa dé nay 1a cong nghé chudi khdi - Blockchain, cu thé
la nén tang ma ngudén mé BigchainDB va cac cong nghé phat trién (ng dung web,
di dong. Tan dung cac dic trung cua Blockchain trong co s dit liéu dé luu trix
thong tin vé nguon goc ndng san, sau d6 ap dung trén mot sé loai ndng san cua
thanh phé Ba Lat dé thuc nghiém.

Pham vi nghién ctu

Pham vi nghién citu cua dé tai nay ting dung truy xuat nguon géc ndng san trong
khu vuc thanh phd Ba Lat, tap trung chi yéu & cac ndng trai dang canh tac va quan
ly theo cach truyén théng, chua ung dung cong nghé thdng tin trong viéc quan ly
qua trinh san xu4t, van chuyén va cung cip nong san dén ngudi tiéu dung.

Vé chitc ning, dé tai nay chu yéu tap trung thir nghiém quy trinh truy xuét
ngudn gbc ndng san thuc thdng qua quét ma QR Véi cac thong tin duoc luu trit

trong co s& dir ligu BigchainDB dya trén cong nghé Blockchain.



CHUONG I. TONG QUAN VE BLOCKCHAIN

I.1. Gioi thiéu chung

Blockchain 1a cudn sé cai ky thuat sé chdng gia mao® duoc trién khai theo md
hinh phan tan (tac 1a khong c6 kho luu trit trung tam) va thudng khdng can mot don
vi dang tin cay ching thuce (nhu ngin hang, céng ty, chinh phi). O mirc do co ban,
n6 cho phép mot cong déng ngudi dung ghi cac giao dich vao cudn so6 céi chia sé,
ma trong d6, voi su diéu hanh binh thuong cia mang Blockchain thi khéng giao
dich nao c6 thé b thay d6i sau khi xuat ban. Vao nam 2008, ¥ tuong Blockchain
duoc két hop vai mot vai cong nghé va khai niém dién toan khac dé tao ra dong tién
ma hoa hién dai: tién dién tir dugc bao vé bai cac co ché mat ma hoc thay vi nho
vao bén ching thuc hoac kho luu trit trung tam.

Cong nghé nay duoc biét dén rong rai vao nam 2009 véi sy ra doi cua mang
Bitcoin — mét trong nhirng dong tién ma hoa hién dai dau tién. O hé thdng Bitcoin
va cac hé thong tuong ty, viéc chuyén thong tin ki thuat sb véi dai dién 1a tién dién
tr dién ra trong mot hé théng phan tan. Nguoi dung Bitcoin 6 thé ky chir ky s6 va
chuyén tai san ciia minh sang ngudi khéc va Bitcoin ghi lai cac giao dich nay cong
khai, cho phép nhiing nguoi tham gia mang xac minh doc Iap tinh hop Ié cua giao
dich. Céng nghé Blockchain do d6 dwgc xem la giai phap chung cho cac dong tién
mé hoa sau nay.

Blockchain c6 thé duoc dinh nghia théng thudng nhu sau:

“Blockchain 1 cudn s cai ky thuat s cua céc giao dich dugc ky bang mat ma.
M3i khéi duogc lién két ma hoa véi khéi trude né sau khi dugce xac thuc thi trai qua
mot quyét dinh dong thuan. Khi mot khdi méi thém vao, khéi cit hon tré nén kho bi
chinh sira. Cudn s6 cai sau d6 duoc sao chép dén toan bo mang va bat ky xung dot
nao duoc giai quyét tu dong thdng qua cac quy tic duoc thiét 1ap.”

1.2. Lich sit ra doi
Y tudng chinh ding sau céng nghé Blockchain nay néi 1&n vao cudi nhitng nim

1980, ddu nim 1990. Vao nam 1989, Leslie Lamport? da phat trién giao thuc Paxos.

! Nguyén vin tiéng Anh 1 “Blockchains are tamper evident and tamper resistant digital ledgers”
? Leslie B. Lamport 1a mét nha khoa hoc may tinh nguoi My. Lamport duoc bict dén nhiéu nhat véi cong
vi€c tinh than cia minh trong cac hé thong phan tan.



Nam 1990, 6ng c6 bai bdo The Part-Time Parliament’ dugc giri dén ACM
Transaction on Computer Systems; bai bao dwgc phat hanh cudi cling vao mét sé
cia nim 1998. Bai bdo miéu ta mot mo hinh dong thuan gitip dat duoc thoa thuan
trén mot két qua cua mang ludi may tinh — noi ma cac may tinh hodc ban than mang
c6 thé khong 6n dinh. Nam 1991, mot chudi thong tin duge ky di dugc dung nhu
mot cudn s6 cai dién tir cho cac tai liéu cd chir ky ky thuat sb theo cach ma khong
dé dang dé tai liéu duoc ky nao bi thay d6i. Cac khai niém nay dugc két hop va ép
dung vao tién dién tir nam 2008 va dwoc miéu ta trong bai bao — Bitcoin: A Peer to
Peer Electronic Cash System? — dwoc xut ban gia bai Satoshi Nakamoto®, va sau
d6 nam 2009 véi sy ra doi cua tién dién t Bitcoin [7].

Viéc sir dung Blockchain cho phép Bitcoin dugc trién khai theo kiéu phan tan,
nhu vdy khong c6 ngudi ding don 1é diéu khién duoc tién dién tar va khong co
khuyét diém ton tai don 1é. Loi ich chinh 14 cho phép cac giao dich truc triép giita
nhitng ngudi dung ma khong can bén thir ba dang tin cdy. N6 ciing cho phép phat
hanh tién méi theo cach dugc dinh nghia dén nhitng nguoi quan ly viéc xuat ban
cac khdi mai va duy tri ban sao cua so6 céi, thi nhitng d6 duoc goi la cac miner ¢
Bitcoin. Bing cach sir dung co ché ddng thuan dé duy tri va mot co ché tu kiém soéat
duoc tao ra dé dam bao rang chi cé cac giao dich va cac khdi hop 18 méi dugc thém
vao Blockchain.

1.3. Phan loai Blockchain

Mang Blockchain c6 thé phan loai dua trén mé hinh quyén han cta né ma xac
dinh ai cd thé duy tri ching (chang han xuat ban cac khéi). Néu bat ky ai c6 thé xuat
ban mot khdi méi, goi 1a Blockchain mé. Néu chi c6 nhitg ngudi ding cu thé xuat
ban cac khéi, goi 1a Blockchain déng. Hiéu don gian, mot mang Blockchain dong
giong nhu mot mang Intranet cua to chuc, trong khi d6 Blockchain mé lai gidng

nhu mang Internet cong cong vay.

1.3.1. Blockchain mé
Mang Blockchain mé 1a nén tang s6 cai phi tap trung mé rong dén bat ki ai
mubn xuat ban cac khdi ma khéng can quyén chang thuc ndo ca. Nén tang

Blockchain mé thuong 1a phan mém ma ngudn mé, c6 san mién phi cho moi nguoi

! Chi tiét bai bao c6 thé xem & day: https://lamport.azurewebsites.net/pubs/lamport-paxos.pdf
2 Chi tiét bai bao c¢6 thé xem & day: https://bitcoin.org/bitcoin.pdf
¥ Satoshi Nakamoto (F A< ) 1a mot nhan vat hoic td chirc 4n danh d3 sang tao ra Bitcoin.
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muén tai xuéng. Boi vi bat ky ai déu c6 quyén xuét ban cac khéi, nén két qua la bat
ky ai cling co6 thé doc Blockchain ciing nhu 1a phat hanh cic giao dich trén
Blockchain (cac giao dich nim trong cac khdi duoc xuat ban). Nguoi ding co ¥ d6
Xau co thé xuat ban cac khéi nham danh sap hé thdng. Dé ngan chin diéu nay, mang
Blockchain m¢ thuong trién khai cac thoa thuan da bén hay con goi la hé thong
“ddng thuan”, yéu cau ngudi ding chi tiéu hodc duy tri tai nguyén khi mudn xuat
ban cac khéi. Bong thoi, hé thong “dong thuan” thudng thiic day cac hanh vi dung
din thong qua viéc trao thudng cho cac nha xuat ban cac khéi tuan thu giao thire voi

loai tién dién tir trong ung.

1.3.2. Blockchain dong

Mang Blockchain dong 1a nén tang so cai, noi ma ngudi ding xuét ban cac khéi
phai dugc ching thuc bdi co quan nao do (Iam cho no tap trung hoac phi tap trung).
Bai Vi chi c6 nguoi diung duoc ching thuc 1a ¢6 thé duy tri Blockchain nén co co
thé han ché quyén tiép can va han ché nhiing ai c6 thé phat hanh cac giao dich. Do
d6, Blockchain dong co thé quy dinh bat ky ai ¢ thé doc hozc phai ching thuc dé
doc dugc. Nguoc lai, bat ky ai ciing c6 thé phat hanh giao dich hozc han ché chi
nhitng c4 nhan duoc ching thuc tir truéc. Blockchain dong c6 thé khai tao va duy
tri bang phan mém ma ngudn ma hoic dong.

Mang Blockchain dong va Blockchain mé ¢6 thé gidng nhau ¢ cac dic diém:
kha nang truy xuét tai san k¥ thuat sé trén Blockchain; hé théng phan tan; phuc hoi
va luu trir dir liéu du phong; cac mé hinh ddng thuan; ¢ hoic khéng cé chi tiéu va
duy tri tai nguyén. Trong mang Blockchain dong, c6 sy phan loai muc do tin tudng
va thu hdi chang thuc néu 1am sai.

Mang Blockchain dong c6 18 duoc sir dung boi to chirc mudn kiém soat chat
ché hon va bao vé Blockchain cua ho. Tuy nhién, néu mét thuc thé kiém soét nhiing
ai cO thé xuat ban cac khdi, thi nhitng ngudi ding s& can phai tin tuang vao thuc thé
d6. Mot mang Blockchain dong cua té chac ndy mudn 1am viéc véi to chic khéc
nhung c6 thé khdng hoan toan tin teang 13n nhau. Ho c6 thé thanh 1ap mang va moi
cac dbi tac kinh doanh ghi lai cac giao dich trén mot cudn sb cai phan tan chia sé.
Cac t6 chtrc nay c6 thé xac dinh mé hinh ddng thuan s& duoc ding dua trén mic do

tin twong 1an nhau. Bén canh d6, mang cung cip su minh bach va hiéu biét ma co
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thé gilp thong béo cac quyét dinh kinh doanh tét hon va budc nhirng bén 1am sai
chiu trach nhiém.

Mot vai mang Blockchain déng hd trg kha nang tiét 16 giao dich c6 chon loc
dua trén danh tinh ctia nguoi dung. Vi tinh nang nay, mot vai mirc do riéng tu cta
giao dich c6 thé duoc ap dung. Vi du, moi ngudi c6 thé biét dugc cd mot giao dich
gitra hai ngudi dung duogc dién ra, nhung noi dung that sy cua giao dich thi chi co
nhitng nguoi lién quan maéi co thé tiép can.

1.4. Kién truc Blockchain

I.4.1. Him bam mat ma

Mot thanh phan quan trong cua céng nghé Blockchain 1a str dung cac ham bam
mat mé& cho cé&c hoat dong. Bam la mot phuong phap ap dung ham bam mat ma vao
dir liéu nham tao ra mot dau ra twong Gng duy nhét (duoc goi 1a tom tdit théng diép
— message digest, hoac tom tat — digest) tir mot dau vao cua bat ky kich thuéc
(chang han mot tap tin, van ban hoic hinh anh). N6 cho phép cac ca nhan chung
minh khéng c6 su thay doi dit liéu, ké ca khi chi 1a mét su thay d6i nho cia dau vao
(chang han thay d6i mot bit) s& dan dén két qua hoan toan khac.

Ham bam mat ma c6 cac thugc tinh bao mat quan trong sau:

e Preimage resistant (Chang nghich dnh): C6 nghia 1a cac gia tri tir ham bam
la mot chiéu; khdng thé tinh toan chinh xac gié tri dau vao dwa vao gié tri
dau ra.

Vi du: Cho gia tri ham bam h, tim thong diép m sao cho h = hash(m) Ia rat
kho.

e Second preimage resistant (Chang nghich dnh thiz hai): C6 nghia 1a khong
thé tim mot dau vao ma gidng véi dau ra cu thé dugc. Cu thé hon, ham bam
mat ma duoc thiét ké dé tir mot dau vao cu thé, khdng thé tinh toan dé tim
mot dau vao thir hai ma ca hai déu c6 cuing mot dau ra.

Vi du: Cho thong diép my, viéc tim mot thong diép m, # my sao cho hash(m;)
= hash(m,) la rat kho.
Céch tiép can duy nhét 1a vét can toan bo cac gia tri tir khong gian dau vao

nhung co hoi thanh cong la khong cé.

11



e Collision resistant (Chdng xung dét): Co nghia 1a khong thé tim hai dau vao
ma bam thanh mot dau ra gidng nhau. Cu thé hon, khong thé tinh toan dé tim
hai dau vao ma tao ra tom tat gidng nhau.

Vi dy: Viéc tim hai thong diép m; # m, sao cho hash(m,) = hash(m,) Ia rét
kho.

Mot ham biam mat ma cu thé duoc dung trong trién khai Blockchain 13 Secure
Hash Algorithm (SHA) véi mét du ra ¢6 kich thuéc 256 bits (SHA-256). Mot vai
may vi tinh hd tro thuat toan nay trong phan ciing, 1am né thuc hién tinh toan nhanh
hon. SHA-256 c6 mot dau ra 32 bytes (32 bytes = 256 bits), duoc thé hién bai mot
chudi 64 ky tu co sb 16.

Diéu d6 c6 nghia 1a ¢6 2%°° = 10", hoic 115 792 089 237 316 195 423 570 985
008 687 907 853 269 984 665 640 564 039 457 584 007 913 129 639 936 c4c gia tri
tom tat c6 thé. Thuat toan cho SHA-256 ciing nhu céc thuat toan khac, duoc chi
dinh boi Tiéu chuan X Iy Thong tin Lién bang - Federal Information Processing
Standard (FIPS) 180-4*. Trang web NIST Secure Hashing? chira thong sé k§ thuat

FIPS cho tit ca cac thuat toan dugc chirng nhan NIST®.

Pau | Ham .
. Dau ra tir ham bam
vao bam
MD5 c4ca4238a0b923820dcc509a6f75849b
SHA-
. . 356a192b7913h04c54574d18c28d46e6395428ab
SHA- | 6b86b273ff34fce19d6b804eff5a3f5747adadeaa22f1d49c01e52dd
256 b7875b4b
MD5 b10a8dh164e0754105b7a99be72e3fe5
SHA-
Hello . 0a4d55a8d778e5022fab701977¢c5d840bbc486d0
World
SHA- | a591a6d40bf420404a011733cfb7b190d62c65bf0bcda32b57b277
256 d9ad9f146e
Hello | MD5 ed076287532e86365e841e92hfc50d8c
World! | SHA- 2ef7bde608ce5404e97d5f042f95f89f1¢c232871

! Xem chi tiét tai: https://csrc.nist.gov/publications/detail/fips/180/4/final
2 Trang web’cu thé: https://www.nist.gov/publications/secure-hash-standard
¥ Xem chi tiét tai: https://csrc.nist.gov/projects/hash-functions
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1

SHA- | 7f83b1657ff1fc53b92dc18148a1d65dfc2d4blfa3d677284addd20
256 0126d9069

Bang 2. Vi du vé dau vdao va dau ra tuwong 1ng ciia mét s6 ham bam’

C6 thé nhan thay rang cd vo han cac gia tri dau vao va hitu han céc gié tri dau
ra, cO thé nhung ciing kho xay ra xung dot hash(x) = hash(y). SHA-256 duoc cho la
c6 kha nang chong xung dot, bai vi viéc tim xung dot xay ra & SHA-256, khi thuc
thi thuat toan, theo trung binh thi khoang 2% 1an (340 282 366 920 938 463 463
374 607 431 768 211 456; xap xi 3,402 x 10%).

1.1.1.1. Cryptographic nonce
S6 mat ma dugc dung mot lan (Cryptographic nonce) 1a mot sé tly y va chi
duoc sir dung mot l1an. N6 két hop véi dir liéu dé tao ra mot tom tit ma bam khac
nhau cho mdi nonce:
hash (data + nonce) = digest
Thay ddi gia tri nonce cung cap mot co ché thu vé céc gia tri tom tat khac nhau
trong khi giit dugc cling mét dir liéu. Ky thuat nay duoc trién khai trong mé hinh

dong thuan bang chang cong viéc (xem phan tiép theo).

1.4.2. Giao dich

Mot giao dich dai dién mot su twong tac giita cac bén tham gia. Véi cac dong
tién ma hoa, mot giao dich dai dién cho viéc chuyén tién gira nhitng nguoi ding
Blockchain. Dbi véi méi truong kinh doanh, mot giao dich c6 thé 1a mot cach ghi
lai céc hoat dong xay ra trén tai san k¥ thuat s6 hoac vat ly. Hinh 3 cho thay mot vi
du dang chi y cua mot giao dich tién dién tir. M&i mot khéi trong Blockchain ¢ thé
khdng chira hodc chta nhiéu giao dich. Trong mot vai trién khai Blockchain, viéc
cung cap lién tuc cac khdi méi (ké ca vai giao dich khong) 1a quan trong cho viéc
duy tri bao mat mang Blockchain: né ngan chin nhitng nguoi ding xau xa khoi “bat

duoc” va tao mot chudi khac thay thé.

! Cong cu dugc st dung: https://www.fileformat.info/tool/hash.htm
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Mot nguoi dung giri thong tin dén mang Blockchain. Thong tin dugc giri ¢6 thé

bao gom dia chi nguoi gui (hoic sé nhan dang cé lién quan khéc), khéa cong khai

ID Giao dich: 0x15 o
An gui $17 : Binh gui
P ——— cho Binh | Pauvao $17 cho ...
An c6 $20 tr -
giao dich trusc Pau vao baura0
($20)
Paura 0
($17)
Piural An giri cho chinh minh $3 goi 1a “thay d6i”
($3) ”

ctia nguoi gui, chir ky sb, dau vao va dau ra giao dich.

Hinh 3. Vi du vé giao dich tién dién tir

MJi giao dich don 1¢ cua tién dién tr dién hinh yéu cau it nhat cac théng tin sau,

c6 thé nhiéu hon:

e Cac dau vao: Cac dau vao thuong 1a mot danh séch cac tai san ki thuat sb
can dugc chuyén. Mot giao dich s& tham chiéu dén nguon cua tai san ky
thuat sé (bang viéc cung cap ngudn gdc), co thé 1a giao dich trude dé cua
ngudi gui hay su kién géc néu 1a truong hop dau tién. Cac giao dich tham
chiéu dén su kién truéc d6 ma khong lam anh huong téi dix liéu, vi vay ma
c4c gié tri cua giao dich khong thé dugc thém vao hoic loai bo khoi tai san
da ton tai trong Blockchain. Mot tai san don c6 thé chia thanh nhiéu tai san
méi véi gia tri nho hon hodc nhiéu tai san c6 thé két hop thanh céc tai san
véi gid tri cao hon. Viéc chia hodc két hop cac tai san s& duoc chi dinh ¢ dau
ra cuaa giao dich.

Nguoi giri phai chimg minh dugc ho ¢d quyén tiép can cac dau vao dugc
tham chiéu, thuong bang cach ky chix ky s6 vao giao dich, ching minh thdng
qua khoa riéng.

e Cic dau ra: Cac dau ra thuong la cac tai khoan nguoi nhan tai san ky thuat
s6 cung véi s6 tai san ma ho s& nhan. Mai dau ra chi dinh s tai san co thé

chuyén cho ngudi chit méi va mot tap cac diéu kién ma ngudi chi moi phai
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dap (mg dé chi tiéu gia tri d6. Néu tai san & dau ra nhiéu hon yéu cau thi
phan du phai duoc gui lai & rang dén nguoi gui ban dau (co ché “tao thay
d61”).

Trong khi muc dich chinh 1a chuyén tai san thi céc giao dich van thuong duoc sir
dung dé chuyén dir liéu. Truong hop don gian, mot ai 6 mudn gui dit liéu vinh
vién va cong khai trén Blockchain. Trong hop dong théng minh, cac giao dich c6
thé duoc dung dé giri dir lieu, xt Iy dit lidu va luu trir két qua trén Blockchain.

Cac giao dich thuong dugc ky bang khoa riéng cua ngudi giri va cd thé dugc xac

minh bat ky Iic nao bang khoa chung dugc lién két.

1.4.3. Mat ma khda bat ddi xieng

Cong nghé Blockchain sir dung mat ma khoa bat ddi xiing (hay con goi 1a mat
ma khoa cong khai). Mat ma khoa bat d6i xing st dung mot cap khoa: mot khoa
chung va mét khoa riéng c6 quan hé toan hoc véi nhau. Khéa cong khai duoc phod
bién cong khai ma khong lam giam tinh bao mat cua quy trinh nhung khoa riéng
phai duoc gitr bi mat néu muén ma hoa bao vé dir liéu. Khoa riéng khong thé xac
dinh hiéu qua dua trén tri thic vé khoa cong khai. Mot khoa c6 nhiém vy 1a ma hoa
thi khoa con lai sé giai ma.

Mat ma khoa cong khai cho phép mot mdi quan hé tin tuong giira nhitng nguoi
ding khong quen biét tin mot ai do, bang cach cung cap mot co ché dé xac minh
tinh rang buoc va tinh xac thuc cua giao dich trong khi van cho phép cac giao dich
dugc cong khai. Khoa riéng s& dugc dung dé ma hda giao dich va nhitng ai c6 khoa
cong khai thi ¢ thé giai ma duoc nd. Bai vi khda cong khai co san mién phi, nén
m& hda giao dich bang khoa riéng chimg minh duoc ngudi ky giao dich cé quyén
truy cap khoa riéng hay khong. Thay vao d6, néu mot ai d6 ma hoéa bang khda cong
khai cia mot ngudi thi chi c6 ngudi dung ¢ khoa riéng tuong ¢ng thi c6 thé giai
mi. Nhuoc diém 1a mat ma khoa cong khai thuong xt ly tinh toan cham.

Khoa di xung thi trai nguoc véi nhitng diéu trén ¢ chd chi c6 mot khoa riéng
duoc sir dung cho viéc ma hoa va giai ma. Véi mat ma khoa ddi xang, nguoi ding
phai hoan toan tin tudng vao ngudi khac néu muon trao doi khoa chia sé trudc.

Trong hé thong ddi xting, bat ky dir liéu dwoc ma hda thi cé thé dugc giai ma bang

! Trong FIPS Publication 186-4, Digital Signature Standard (DSS) chi ra mét thuét toan cho ky chit ky sé
dugc dung trong cong ngh¢ Blockchain la H¢ mét dya trén duong cong Elliptic - Elliptic Curve Digital
Signature Algorithm (ECDSA), xem chi tiét tai: https://csrc.nist.gov/publications/detail/fips/186/4/final
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khoa chia sé trugc ndy, xac nhan né dugc giri boi mot nguoi khac ciing cd quyén
truy cap vao khoa chia sé trudc; nguoi ding ma khong tiép can duoc khoa chia sé
trude thi khéng thé xem dugc dir liéu giai ma. So voi mat ma khoa bat dbi xang |
mat ma khoa dbi xang thue thi nhanh hon. Chinh vi vay, dir liéu duoc ma hoa bing
mat ma khoa d6i xung, khoa dbi xtng dugc ma hoéa biang mat ma khoa bat doi
xtng, “thu thuat” nay cé thé 1am ting téc do cua mat ma khoa bat ddi xung lén

nhiéu.

1.4.4. Dia chi

Mot vai mang Blockchain sir dung mot dia chz, n6 1a mot chudi ky tu trong
bang chir cai va cac s, ngan, duoc lay tir khda cong khai cia ngudi ding bang cach
st dung mot ham bam mat ma, thém vao 1a mot vai dix liéu (chang han sé phién
ban, checksums). Cac dia chi nay 1a dia chi “dich dén” va dia chi “xuat phat” trong
giao dich. Pia chi ngan hon khéa cong khai va khong bi mat. Mot phuong phap dé
tao dia chi la sir dung mét khéa cong khai, ap dung ham bam mat ma cho no, va
chuyén n6 thanh chudi bam:

khda cong khai = ham bam mdt ma hoc 2> dia chi

MJi trién khai Blockchain c6 thé thuc hién mot phuong thuc tao dia chi khéc
nhau. Cac dia chi c6 thé dong vai tro 1a ngudi dinh danh cong khai cho nguoi ding
va thinh thoang mot dia chi dugc chuyén ddi thanh mot ma QR chua dir liéu tay y

cho viéc sir dung dé dang hon trén thiét bi di dong.

Noi dung Ma QR twong wng
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Hello World

Hello World!

Bang 3. Minh hoa mét sé két qua ma QR*

1.4.5. So cai

Mot quyén s céi truyén thong bao gom danh séch céc giao dich. Trong sudt
lich str, but va gidy dugc dung dé ghi lai cac hoat dong trao doi hang hda va dich vu.
Ngay nay, s6 cai da duoc luu trir bang ky thuat s, thudng nam trong mét co so dir
liéu 16n, dugc so hiru va van hanh boi mot bén tha ba tin cay tap trung dua, thay
mat cho cong dong nguoi ding. S6 cai voi quyén sé hitu tap trung thi cé thé duoc
trién khai theo mé hinh tap trung hoic phan tan (chang han, chi mét may cha hoic
nhiéu may chu).

Trong c6ng nghé Blockchain, cach tiép can 1a st dung ca quyén so hiru phan
tan va kién trdc vat Iy phan tan. Kién tric vat ly phan tan cia mang Blockchain lién
quan dén mot sb luong Ion cac may tinh, nhiéu hon so véi mang c6 kién trac vat ly
tap trung. Nhu cau can cac so cai ma quyén sé hiru phan tan nhiéu 1én 1a boi vi céc
s6 cai phai dam bao c6 thé tin tuong, bao mat va tin cay.

1.4.6. Khoi

! Cong cu dugc st dung: https://www.the-qrcode-generator.com/
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Nguoi ding giri cac giao dich &ng vién 1&én mang Blockchain théng qua phan
mém (&ng dung desktop, tng dung di dong, vi dién tu, dich vu web,...). Phan mém
gui cac giao dich nay tgi mot nut hoac cac nut trong mang. Céac giao dich sau dé
dugc gui dén cac nat khac trong mang, nhung lac ndy van chua nim trong
Blockchain. Mt khi giao dich dwgc giri dén cac nat, né nam trong hang doi cho
dén khi duoc thém vao Blockchain boi mot n(t xuat ban.

Cac giao dich duoc thém vao Blockchain khi c6 mét nat xuat ban nd thanh maot
khdi. Mét khéi bao gom phan dau (block header) va phan dit liéu (block data). Phan
dau chua siéu dir liéu caa khoi, con phan dit liéu chira mot danh sach cac giao dich
duoc xac minh tinh hop 1é va tinh xé4c thuc duoc gui dén mang Blockchain. Tinh
hop 18 va tinh xac thuc duoc dam bao bang cach kiém tra dung dinh dang va nguoi

giri phai ky vao giao dich chir ky mat mi (dd dé cap o phan truéc).
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1.4.7. Chudi khoi
Cac khéi dugc ndi véi nhau thanh chudi, trong d6 mdi khdi chira ma bam cua phan dau khéi trude do, do d6 duoc goi 1a chudi khéi.

néu mot khdi dugc xuat ban trude do bi thay doi, n6 s& c6 ma bam khéc, giy ra van dé 1a khdi con lai c6 ma bam khac voi khdi truée.
Diéu nay gilp cho viéc phat hién tro nén dé dang hon va tir chéi cac khdi thay thé. Hinh 4 cho thdy mét chudi khdi chung (a generic

chain of blocks).

Hinh 4. Vi du vé mét chudi khéi chung
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C6 thé tom tat qué trinh dién ra bén trong Blockchain nhu sau:

e MG&i mét hoat dong s& twong ttng voi mot giao dich duoc tao thanh, co6 dau vao va
dau ra. Ngoai ra con phai cd chir ky ky thuat s6 (khoa riéng cua ngudi giri) Ky vao
bén trong giao dich dé khing dinh cha quyén s hitu.

e Giao dich duoc giri dén mang Blockchain va nam trong hang doi dé chd duoc xuat
ban. C6 thé xac minh tinh hop 18 bang cach st dung khoa chung cua ngudi guri dé
kiém tra. Nt xuat ban s& dam nhiém xuat ban giao dich d6 thanh khi.

e Khéi phai nim duogc gia tri bam cua header khéi lién truéc nd va cua header ma né
dang nam giit. Gio day, khdi co thé dugc thém vao Blockchain.

Sau khi khéi thém vao trong Blockchain (néi cach khéc, né duoc ghi vao s6 cai ma nat

d6 dang giir), thi nat d6 giri ban sao cua so6 cai dén toan bo mang.

I.5. Mt s6 md hinh dong thuan phé bién

Tén mo _A .; Nhwoc | Phamviap | Viduvé
hinh Myc tieu Uu diém diém dung trién khai
Bang Cung cap mot rao | e Kho e Tinh toan | Tién dién ta | Bitcoin,
ching |can xuat ban cdc| khan khi| chuyén mé Ethereum, ...
cong khdi dugi dang mot | thuc hien | sau, tiéu
viéc cau d6 tinh todn| tén cong| thu nang
(POoW) | chuyén sau d cho| tx chdi| luong,
phép cac giao dich| dich wvu| canh tranh
gita nhiing ngudi| véi cac| phan cang.
tham gia chwa dang | khdixau. | e Nguy co
tin cay. eBitkyai| tan cong
c6 phan| 51% néu
cung c6 du nang
thichhop | luc  tinh
déu co| toan.
thé tham
gia giai
do.




Bing Cho phép rao can it | et phai |eCac  cé | Tién dién tir | Ethereum,
ching tinh toan chuyén sau | tinh toan | dong diéu | mo Casper,
C6 phan | trong viéc xuat ban| chuyén khién  hé Krypton
(PoS) cac khdi nhung van| sau nhu| théng.
cho phép cac giao| PoW. e Khong cé
dich gitta nhiing | eM¢ cho| gi dé ngin
nguoi tham gia chuwa | mpoi chan céac
dang tin cay. nguoi nit  tap
mubn c6 | trung
c6 phan| quyén luc
tien dién| thanh mot
tu. nhom.
eCic O |eNguy co
déng tin  cong
diéu 51% néu
khién hé | co du ning
théng. luc tai
chinh.
Round |Cung cip mot hé | e Cong Yéu cau sy |Hé thong | MultiChain
Robin | théng cho viéc xuat| suit tinh|tin  twong | dong
ban cac khoi dya trén | toan cao giira cac
caC nUt xuit ban| thép. nat xuat ban.
duoc ching thuc/tin | e Pon gian
tuong. dé hiéu.
Biang Tao mot qua trinh | e Thoi eDya Vvao | eH¢ théng | Ethereum
chieng dong thuan tap trung | gian xac| gia dinh | déng Kovan
Thim | dé téi thiéu hoa qua | nhan nit  xac | eHé thdng | testnet,
quyén/ | trinh tao khéi vaty I¢ | nhanh. minh hién | Hybrid POA Chain,
Danh xac nhan. e Cho tai khdng | (sidechain | Cac hé théng
tinh phép ty| bi xam| ) dong khac su
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Ié tao | pham. dung
khéi linh | e Nguy  co Parity
dong. that bai &
eCO thé| diém tap
duoc su | trung.
dung e Danh tiéng
trong tidm  4n
mot mé| nguy co
hinh rai ro cao
ddng va cd thé
thuan bi xam
khéc. pham  bat
ky Itc nao.
Bang Cho phép mot mo | it tinh toan | e Yéu  ciu | Mang déng | Hyperledger
chitng | hinh dong thuan kinh | chuyén sau | phan cung Sawtooth
Thaoi t¢ hon cho mang | nhu PoW chuyén
gian trdi | Blockchain, chang dung.
gua han cac chi phi cho e Gia St
(POET) | dam bao bao mat séu phan cang
hon & PoW. d6 khong
bi Xam
pham.
e Khong thé
déng  bo
trong hé

thdng phan
tan vi han
ché vé tbc

do tré.

Bdang 4. Mét sé mé hinh dong thudn trong Blockchain
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1.6. Mét s6 nén tang dwa trén Blockchain hién nay

1.6.1. Ethereum

Sau su thanh cong cua Bitcoin, mot loai tién dién tir khac ciing gay tiéng vang trong thi
truong s6 hién nay I1a Ethereum. Ethereum cho phép moi ngudi xay dung va sir dung céc
rng dung phi tap trung dua trén cdng nghé Blockchain. N6 1a dir &n ma ngudn me, cd thé
chuyén d6i va linh hoat hon Bitcoin.

Ethereum c6 céc dic diém sau:

e La mang mo;

e Sir dung mé hinh ddng thuan bang ching cong viéc;

e (o lugng nguoi theo doi trén Github cao;

e H0 trg cac ngdn ngit nhu C++, Go va Python [8] [9].

\

ethereum

Hinh 5. Logo Ethereum




1.6.2. Hyperledger Fabric

Pay 1a mot trong nhitng nén tang Blockchain phat trién gan day nhit va duoc biét dén
nhu 13 cudn siéu sb cai vao nim 2016, do Linux Foundation tao ra. Muc tiéu cia né 1a day
nhanh stir dung cong nghé Blockchain trong cac nganh cong nghiép khac nhau nhu tai chinh
ngan hang, 10T, chudi cung ung. ..

Hyperledger Fabric c6 cac dic diém sau:

e C0 thé sir dung cho muc dich mé hoic dong;

e Tich cuc cap nhat trén Github;

e Sir dung mé hinh dong thuan Pluggable;

e Ho trg ngdn ngir Python.

HYPERLEDGER FABRIC

Hinh 6. Logo Hyperledger Fabric

1.6.3. IBM Blockchain

La cong ty tién phong lién doanh Blockchain vi vay ma né co thé tao mot nén tang diéu
hanh kinh doanh minh bach. IBM ty hao vé mét co ché dong thuan hiéu qua hon, tao su chi
y cho nhiéu ngudi.

IBM Blockchain ¢6 céc dic diém sau:

e N6 thuoc vé mang Blockchain déng, do dé co su bao mat cao;

e Phd bién & muc trung binh nhung tich cuc cap nhat trén Github;

e Phién ban mién phi han ché, c6 thé nang cap Ién g6i Doanh nghiép;

e Ho trg cac ngbn ngit nhu Go va Javascript.



Hinh 7. Logo IBM Blockchain

1.6.4. Multichain

Multichain 1a nén tang Blockchain ma nguon mo, dugc dung trong mang Blockchain

dong. N6 duoc sir dung trong céc doanh nghiép khéac nhau. Bang cach cung cap quyén riéng

tur va su Kiém soat mang ngang hang, né nhu 1a sy cai thién cua Bitcoin cho céac giao dich

tai chinh riéng tu.

Multichain ¢6 céc dic diém sau:

L& mang mang tinh chat dong;
Pho bién & mic trung binh nhung tich cuc cap nhat trén Github;
Mién phi va ma nguon ma;

Ho tro cac ngdn ngir nhu Python, C#, JavaScript , PHP, Ruby

& ultiChain

Hinh 8. Logo MultiChain

1.6.5. Hydrachain

Hydrachain 1a mot sang kién hop tac gitra Ethereum va cong nghé brainbot. N6 duoc

dung dé tao mot s6 cai riéng tu hiru ich cho doanh nghiép mic du n6 khong dugc pho bién.

Hydrachain c6 cac dic diém sau:

Str dung giao thirc Ethereum;
La mang dong.

It phd bién hon nhung tich cuc cap nhat trén Github;



e Ho trg ngdn ngir Python.

# Blockchain
Council

HydraChain Technology

Hinh 9. Logo HydraChain

1.6.6. OpenChain

Openhain 1a mot nén tang ma ngudn ma, cuc Ky hitu ich cho cac cong ty dang tim kiém
giai phap quan ly tai san ki thuat s6. N6 con cho phép tly bién quyén theo cac mirc do khac
nhau.

OpenChain cé cac dic diém sau:

e Dung cho mang dong;

e Phd bién & muc trung binh nhung tich cuc cap nhat trén Github;

e HO trg ngdn ngir JavaScript;

e S dung mo hinh dong thuan phan ving.

N

OPENCHAIN

Hinh 10. Logo OpenChain

1.6.7. BigchainDB
BigchainDB 1a mot nén tang ma nguon mé. La mét co sé dit liéu nhung mang céc tinh

chét cua Blockchain.



BigchainDB c6 cac dic diém sau:

Tuy bién tai san;
Khong tich hop san tién ao;
C6 thé dung cho ca mang déng va mé;

Ho tro cac ngdn ngir nhu Java, Python, Javascript va cac ngon ngit khac do cong

BIGCHAIN @)

Hinh 11. Logo BigchainDB

ddng hd tro.

BigchainDB mang ban chét cia co sé dir lidu va cac dic trung cuia Blockchain nén xét

vé tong thé thi BigchainDB phu hop nhiat dé 4p dung trong d& tai nay.



CHUONG II. TONG QUAN VE BIGCHAINDB

I1.1. Giéi thiéu vé BigchainDB

BigchainDB 1a su két hop gitta cong nghé Blockchain (tinh phi tap trung, tinh bat bién
va tai san do chu s& hiru kiém soét) véi co so dit liéu (toc do giao dich cao, do tré thap, 1ap
chi muc va truy van di liéu c6 céu trdc).

BigchainDB duoc phat hanh lan dau tién vao thang 2 ndm 2016 va lién tuc duoc cai tién
dén bay gio. BigchainDB 2.0 ¢6 sy cai tién dang ké so véi phién ban truge. Cuy thé 1a c6
BFT vi vay ma 1/3 cac ndt néu c6 bi 13i thi hé thdng van sé tiép tuc hoat dong binh thuong.

Bang dudi day cho thay cac muc tiéu thiét ké cua BigchainDB 2.0:

Blockchain dién | Co sé dir liéu phan tan _ _
. . BigchainDB
hinh dien hinh

Tinh phi tap trung v
Byzantine Fault Tolerant v
Tinh bat bién J
Tai san do chu so hitu kiém

) v v
soat
Toc d6 giao dich cao
Do tré thap
Lap chi myc & truy van dix
. , I4 , \/ \/
liéu cb cau trac

Bang 5. Muc tiéu thiét ké cua BigchainDB 2.0
I1.2. Pic diém caa BigchainDB

11.2.1. Tinh phi tap trung va Byzantine Fault Tolerance
BigchainDB 2.0 sir dung Tendermint cho toan bo mang va dong thuan. M&i mét ndt co
co so dir lisu MongoDB riéng va tat ca giao tiép gitra cac ndt 1a nho vao giao thuc

Tendermint'?. Mot khi tin tic Iy quyén quan tri caa mot co sé dit liéu Mongodb, truong

12 Xem chi tiét tai https://tendermint.com/
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hop té nhat 1a ho c6 thé 1am sup d6 hé théng hodc x6a dir lieu cuc bo; cac co so dit lidu
MongoDB ¢ cac nut khac khéng bi anh hudong la nho vao BFT va Tendermint chinh la
BFT®,

Néu mdi mot ndt trong mang BigchainDB duoc s¢ hiru va didu hanh bgi mot ngudi
khé&c nhau, thi n6 duoc goi la mang phi tap trung, bai vi né khdng c6 mét nguoi dung so
hitu toan bo, khong mot diém tip trung va khong c6 diém that bai. Li twong nhét I1a cac nit
nén dit & nhiéu quéc gia, véi su rang budc phap 1y va nha cung cip, vi vady ma mot van dé
xay ra khong anh huong dén tit ca. Néu mét n(t bi hu hong thi mang van tiép tuc hoat dong.
Trén thuc té 1a néu co toi 1/3 cac nit bi tin cong™ thi phan con lai cia mang sé tiép tuc lam
viéc, BigchainDB s& c6 lap nhitng thay dbi d6 nhd vao Tendermint.

Tom tai, dé viéc tan cong cac ndt tré nén kho khian hon (han ché 1/3 cac nat bi “kiém
soat”) thi ¢ vai cach c6 thé tham khao:

e Pa dang tham quyén: Céc nit phai duoc kiém soat bai nhitng thuc thé nam trong
viing tham quyén phap Iy va str dung cac phuong tién phap ly dé bat buéc moi nguoi
tuan theo.

e Pa dang dia ly: Cac may chu phai duoc dat tai cac vi tri vat ly trén nhiéu ving dia ly
khac nhau, nhiam tranh cac tham hoa tu nhién (1i lut hodc dong dat) 1am tén hai dén
mang.

e Pa dang hosting: Cac may chua (ké ca cac nit) nén duoc st dung tir cac nha cung
cap dich vu khéac nhau (chang han Amazon Web Services, Microsoft Azure, Digital
Ocean, Rackspace).

e Pa dang noi chung: Su da dang thim quyén mang nhiéu lgi thé hon. Nho vao do,
ma céc bién phap 1y tuong khéc cé thé duoc trién khai.

Mot diéu luu y: Néu cac nit c6 cung trién khai (cing st dung ngdn ngir va cac doan ma
xay dung BigchainDB) thi néu c6 mét 151 nao d6 xuat phét tir chinh BigchainDB, cac nit
khéc co thé bi 16i gidng nhu vay, ké xau cd thé loi ding tir 6. Vay nén néu trién khai dugc
BigchainDB bang cac ngén ngit khac, ching han Python va Go thi ¢é thé goi day 1a da dang

trién khai.

3 Xem chi tiét tai https:/en. wikipedia.org/wiki/Byzantine_fault
1v& mat ky thuat, hon 1/3 quyén biéu quyet (voting power) co thé bi tAn cong (hay that bai). Nhung trong
BigchainDB, thuong 1a cac nat cé quyén biéu quyét gidng nhau, vi viy 1/3 quyén biéu quyét gidng véi 1/3 sb nut.
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11.2.2. Tinh bat bién
M6t khi dit liéu duoc luu trir & mang BigchainDB thi nd khong thé bi thay d6i hoic tay

x0a, hoac it nhat 12 rat kho khan. Néu mét dix liéu bi thay d6i hoac tay xda thi n6 ¢ thé phat

hién duoc. Mic du trong thé gisi thuc, moi sy vt déu bién ddi, khdng hoan toan bat bién.

Vi duy céc thiét bi bi hong do thién tai, dit liéu c6 thé bi mat. Nhung trong thé gidi lap trinh,

thi day c6 thé duoc goi la bat bién.

Dit liéu blockchain chéng lai su thay d6i ngau nhién xay ra ma khdng cé bat ky ¥ dinh

nao (hanh dong vo y), chang han trong truong hop 6 cimg hu hong dan dén dit liéu ciing bi

anh huong.

BigchainDB c6 nhiéu chién lugc dé dat duoc sy bat bién, c6 thé ké dén nhu sau:

Khong tao ra API trong BigchainDB cho phép thay doi hoic xda dir liéu. Va
BigchainDB khong c¢6 cac API nhu vay. Tuy nhién, né khong ngan duoc cac cach
thay d6i khéc, bai vi nd 1a mot trong nhitng chién lugc phong thu.

M&i mét nut gitt mét ban sao cia tat ca dir liéu trong mang BigchainDB. Ké ca
khi mot nut bi sap hoac pha huy, cac nit khac sé khéng bi anh huéng vi van con luu
trit ban sao cua dir liéu. Nhu vay, cang nhiéu ban sao luu trir tai cac ndt, thi cang kho
khan hon cho sy thay doi hoic xda.

Giam sat tir ndi b va bén ngoai. Thiét lap co ché theo dbi tat ca su thay doi tai mdi
nat, néu mot thay doi khong hop 1& xay ra, mot hanh dong thich hop c6 thé duoc thuc
hién. Vi cac du an c6 quy md Ion, co thé nhod bén thi ba dang tin cdy theo déi, hoic
nho moi ngudi gidm sat nhu kiém toan vién.

C6 thé luu trix dit liéu bang cac ky thuat khac nhau.

Tat ca giao dich phai dwoc Ky chir ky s6 dé khi co thay doi gi thi dya vao chir ky
dé phat hién.

Thuc hién cac chinh sach bao mat manh mé nhat.

11.2.3. Tai san do chia s& hiru kiém soat

Nhu cac Blockchain khac, BigchainDB c¢6 khai niém tai san do chii s¢ hitu kiém soét.

Chi ¢6 cha (mét hodc nhiéu ngudi nam giir khda riéng) cua tai san thi ¢ thé chuyén tai san.

Tham chi ngudi diéu hanh nat khong thé chuyén tai san.
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Néu nhu trong Bitcoin hoac Ether thi chi c6 mét tai san tich hop sin (la tién dién ti) thi
BigchainDB cho phép ngudi dung tao bao nhiéu tai san tuy thich, nhung khong thé tao céi
ma da dugc tao boi ngudi Khac.

Vi du, ban dau An c6 100 token, anh dy chuyén 37 token dén cho Binh bing céch tao
giao dich CHUYEN véi hai dau ra:

o Chuyén 37 token dén Binh;
o Cac token con lai (100 — 37 = 63 token) quay vé An.

BigchainDB kiém tra mdi giao dich dé dam bao khéng c6 giao dich bi trung.

11.2.4. Téc dd giao dich cao
Mot trong nhitng muc tiéu cua BigchainDB 1a kha nang xtr ly mot luong 16n giao dich

trong mot gidy va BigchainDB 2.0 van dap tng nhu thé.

11.2.5. P tré thap & Hoan thanh nhanh
Mang dua trén Tendermint chi mat vai gidy (hoic it hon) cho mét giao dich dé thém vao

khoi. Sau d6, khong con cach nao khac dé hoan tac hoic loai bo.

11.2.6. Lap chi muc & Truy van dir liéu c6 cau tric

Mot mot nguoi diéu hanh ndt c6 toan quyén lap chi muc va truy van dir lidu 6 cau trdc
(giao dich, tai san, siéu dit liéu, khéi, tt ca déu 1a chudi JSON). Ngoai ra con c6 thé quyét
dinh 1ap chi muc dir liéu khong gian dia Ii va cung cap su toi wu vé céc truy van thuc hién
tai vi tri 4y thong qua REST API.

11.2.7. Sybil Tolerance

Mot vai mang Blockchain (ké ca Bitcoin) cho phép nguoi dung thém ndt caa ho vao
mang. Diéu nay tao nén méi lo lang vé mot ai d6 c6 thé diéu khién hé thong bang cach thém
mét vai nit vao mang, goi 1a cudc tan cong Sybil. Bitcoin khién ching tré nén dit do khi
thém céc nat vao mang. Tuy nhién, & mang BigchainDB, t6 chuc dung sau mang
BigchainDB quan ly danh sach thanh vién, vi vay ma tan cong BigchainDB khdng phai 1a
van dé nguy hiém.,

11.3. Ung dung ciia BigchainDB
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BigchainDB danh cho cac nha phat trién va to chic dang tim kiém mét co so dit liéu co
thé truy van vai cac dic diém cua Blockchain nhu phan cap, bat bién va kha nang tuy bién

bat ky thir gi duoc luu trir trong co so dir liéu nhu mot tai san [10].

S6 hiru tri
e

Chuoi
cung Ung

Chinh phu

Hinh 12. Ban nhém ing dung chinh cia BigchainDB

- S¢ hiru tri tug: Cong nghé Blockchain gidp bao mat quyén tac gia. No ciing gitp dé

dang cip phép 1am viéc, theo dbi viéc sir dung va cung cip cac ban kiém toan minh
bach cho tat ca cac bén lién quan.
Vi du thuc té: Diéu gi s& xay ra néu nguoi dung tra tién dé phat nhac truc tuyén va
mubdn biét s tién thu duoc c6 chuyén dén cac nghé si? Resonate 13 mot dich vu
truyén phét nhac cho phép ngudi nghe tra tién dé nghe nhac truc tuyén va s hitu bai
hét [11].
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Hinh 13. S¢ hizu truyén phat nhac véi Resonate

- Danh tinh: Cong nghé Blockchain mang lai quyén kiém soat cho phép dix lidu céa

nhan c6 cha quyén — mot cach mai dé quan ly danh tinh, hd so y té va thong tin ding
nhap.
Vi du thuc té: Lam sao ma cac cong ty c6 thé dé dang xac minh thdng tin chang chi
tir rat nhiéu img vién? Lam sao dé chong gia mao, thay ddi, gian 1an, 1am sai léch cac
tai liéu d6? Nén tang Recruit sir dung cdng nghé Blockchain duoc tich hop trong
BigchainDB, gitip luu trit céc hd so chung chi da dugc xac minh va chia sé lién mach
cho nhiéu bén, tang niém tin va giam rai ro cho moi ngudi [12].

PRECRUIT Recruit Holdings SLANN, Coman Tecom RSN Q

Meet Recrust Services ¥ Recruit Group Press Releases Investors Sustainability

w3

Solving society's problems for a
brighter tomorrow: How we create -
SerVices that Wi" play key rOIES in the Amhnologyunitcomposed of

geeks who use IT ability to score

neXt ten yea rs victories in the marketplace

Hinh 14. Cac ching chs gido duc duroc xac thuc voi cong nghé Recruit

14



Chudi cung wng: Coéng nghé Blockchain tin cay va minh bach. Pay 1a mot tinh ning
dang thiéu trong chudi cung tng todn cau. Cong nghé nay mang dén su hira hen vé
tinh minh bach va xuat xa cho chudi cung tng toan cau. Trong twong lai, moi san
pham s& c6 mot hd so rd rang vé lich st va tinh xéac thuc c6 thé kiém chimg duoc.

Vi du thuc té: Thong tin duoc sinh ra theo thoi gian thuc, véi két néi internet toan
cau va cdng nghé cam bién tién bo nhanh chong, khdng co 1y do gi lai theo ddi ting

san pham mot cach riéng Ié tir khi bat dau cho dén tay ngudi tiéu ding.

Oinnogy

Hinh 15. Véi Innogy, méi san phdm c¢6 mét cau chuyén

Str dung cong nghé Blockchain do BigchainDB cung cap c6 thé xay dung co s¢ dir
liéu luu trir toan bo lich sir cia san pham dé c6 thé xac minh ngudn gdc, tinh xac thuc
va quyén sé hitu [13].

Chinh phi: Cong nghé Blockchain c6 thé duoc ap dung trong moi linh vuc cua
chinh phu nhu dich vu nhan dang, doanh thu néi dia, qué trinh hinh thanh cong ty va
dang ky dat dai. C6 su minh bach trong céc dich vu caa chinh phu hta hen s& giam
tham nhiing, quyén dat dai va tai san manh hon, quan ly thué hiéu qua va chu quyén
cua ca nhan.

Vi du thuc té:
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Hinh 16. Céng ty ding ky ddt dai Blockchain tai Ghana tén BenBen

Str dung cong nghé blockchain do BigchainDB cung cap, ¢6 thé xay dung sé dang ky
dat dai va lich sir giao dich duoc xac minh. BigchainDB cing ¢6 co quan dang ky dat
dai BenBen theo nhiéu cach. BigchainDB tao diéu kién cho sy phat trién nhanh cua
san pham tai BenBen - cung cap tit ca cac cong cu phat trién va cong nghé dé xay

dung nén tang [14].
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CHUONG III. TRIEN KHAI UNG DUNG

I11.1. Phan tich nghiép vu h¢ théng

I11.1.1. Phan tich chudi cung #ng ndng san

[ s
oooo
ﬂ% 5555
) | D) mp o mp
Gieo trong Ché&m séc Thu hoach Van chuyén Budn bén

2 L mp{HIN

Khéch hang Quét mé

Hinh 17. Chudi cung ing ndng san
O giai doan dau cua chudi cung tmg, ddi tuong chinh 1a cac loai hat giéng va cay trong,
chua c6 kha nang thu hoach ngay tai thoi diém d6. Trai qua thoi gian cham soc, ching trd
thanh ndng san ban thanh pham. Bé dén voi tay ngudi tidu ding, néng san can phai trai qua
cac giai doan nhu thu hoach, van chuyén va budn ban mgi chinh thic tro thanh san pham
tiéu dung. Toan bd qué trinh trong chudi cung tmg duoc ghi lai va té chic theo ting giai
doan, do @06, khach hang, chinh 13 ngudi tiéu dung c6 thé nim bat dugc thong tin d6 bang

viéc quét ma dugc dan trén ndng san.

I111.1.2. Danh sach Actor

ID | Tén Actor M0 ta
AL Quan  tri | LA mot thanh vién c6 nhiém vu tao va cap quyén cho tai khoan mai, bao
vién tri hé thong

o Nguoi tiéu | La ngudi dén cac cira hang va truy xuat théng tin ndng san bang dién
dung thoai

A3 Thanh vién | C6 thé la ca nhan hoac nhiéu ngudi ¢4 nhiém vu nio d6 trong chudi cung
ung nong san, dong gop thong tin vao blockchain
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A4

No6ng san

No6ng san ma thanh vién quan ly

111.1.3. Danh sach Use Case

Bang 6. Danh sach Actor

STT| ID Tén Use Case M0 ta Yéu cau nghiép vu
1 | Ul | bang nhap Ping nhap vao hé thong dé | Puoc mé rong bai tat ca
xac thuc nguoi dung
2 | U2 | Pang xuat Thoét ra khoi hé thong Mé rong Ul
3 | U3 | Doi mat khau Doi mat khau tai khoan thanh
Vién
4 | U4 | Xem danh séach | Xem danh sach ndng san luu | Bao gom U6
nong san di ding | trén hé théng
ky
5 | U5 | Xem danh sach | Xem danh sach thanh vién | Bao gom U7
thanh vién da dang | luu trén hé thong
ky
6 | U6 | Xem két qua tim | Cac két qua tim kiém duoc | Puoc bao gom bai U4 va
kiém néng san hién thi U9, duoc md rong boi
ul10
7 | U7 | Xem két qua tim | Cac két qua tim kiém dugc | Puoc bao gom bgi U5 va
kiém thanh vién hién thi U8, duoc md rong boi
Ull
8 | U8 | Tim kiém thanh | Tim kiém thanh vién theo | Bao gom U7
vién y&u cau
9 | U9 | Timkiémnéngsan | Tim kiém thanh vién theo | Bao gom U6
yéu cau
10 | U10 | Xem chi tiét noéng | Tim va hién thi chi tiét néng | M& rong U6
san san
11 | U11 | Xem chi tiét thanh | Tim va hién thi chi tiét cac | Mo rong U7
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vién ndng san lién quan dén thanh
vién d6

12 | U12 | Xem danh s&ch cac | Xem danh sach cac tin dang | Pugc mo rong boi U13
thong tin phé duyét | cho phé duyét

13 |U13 | Xw& ly thong tin | Phé duyét hoic g& bo théng | M rong U12, bao gom
dang phé duyét tin ui4

14 |U14 | Thong bao dén | Thong bao két qua cia U14 | Puoc bao gom boi U13
thanh vién

15 | U15| Thém thoéng tin | Cac thong tin mai duoc cap | Pugc mao rong boi U16
ndng san nhat

16 | U16 | Xuat QR Thong tin lién quan dén néng | M rong U16

san cu thé danh cho nguoi

dung

Bdng 7. Danh sach Use Case
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I11.1.4. Phan tich so' @6 ddi twong

Con nguoi

P

Qudn trj vién

|
1.

Quan ly

Thong tin xét duyét

|
1

Tré thanh

Thanh vién

oy

- -
Nha san xuat

Nha vin chuyén

R ~
Nha cung cap

Nguoi ticu diing

|
1
—— Trong trot

Bao gébm

[
g

|
1.

Mua
Van chuyén Ban
Bao gém Chi tiét
1 — Nong san —1 £ 1 o 2
Nong san
1— Khéi

Hinh 18. So do déi twong trong hé thang truy xudt ngusn gac ndng sdan

Giai thich so do trén nhu sau:

- Chia nguoi sir dung hé théng bao gém hai nhom: thanh vién (da ding nhap thanh

cong) va nguoi tiéu dung (khdng can dang nhap vao hé théng).

- O nhém thanh vién, tiép tuc phan ra thanh Nha san xuat, Nha van chuyén va Nha

cung cp. Ca thanh vién va nguoi tiéu dung 1a nhiing dbi twong duoc ké thira tir

Nguoi.

- Bén canh Thanh vién thi con ¢6 Quan tri vién, 1a nhitng ngudi quan ly hé théng.

- Nha san xuit c6 nhiém vu trong trot, chiam soc, thu hoach néng san. Nha van chuyén
c6 nhiém vu phan phdi ndng san dén noi khac. Con nha cung cap sé dua nong san

trung bay trén ké va ban ra thi truong. Nguoi ti€u dung (ngudi mua) s€ mua nhirng

ndng san néu ndng san do6 di trai qua céac giai doan ke trén.
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Vi mot loai néng san s& c6 nhiéu thong tin khac nhau luu trit nén sé& tach thém Chi

tiét ndng san.

Cac thong tin chi tiét cua néng san phai duoc xét duyét trudc khi chinh thirc dua vao

BigchainDB dé tro thanh khdi, quan tri vién s& dam nhan cong viéc do.

STT | Ténvai Vi du Vai tro trong chudi | Vai tro trong hé théng
tro cung wng
1 | Nha san | Nguoindng dan - Trong trot - Tao théng tin ndng san
XUt - Cham séc - B6 sung thém thong
- Thu hoach tin trong tirng hoat dong
2 | Nha van | Cac bén trung gian, dai | Van chuyén hang | B6 sung thém thong tin
chuyén | Iy phan phéi héa dén céc nha | trong ting hoat dong
cung cap
3 | Nhacung | Nha béan ¢, siéu thi, |- Lua chon nha san | Bo sung thém thdng tin
cap cho, tap hoa xuat phi hop dé lay | trong tirng hoat dong
hang hoa
- Trung bay hang
hbéa trén ké va ban
cho nguoi tiéu dung
4 | Nguoi Khéch hang Mua hang hoa Xem théng tin nguon
tiéu dung g6c hang hoa
5 | Quan tri | Nhan vién quan ly hoac Xét duyét cac thong tin
vién ngudi c6 vai trd quyét trudc  khi dua vao
dinh trong hé théng nay BigchainDB.

Bang 8. Bang vai trd cua cac thanh phan trong chudi cung ing

111.2. M6 hinh trién khai
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Hinh 19. So' @6 minh hoa mé hinh trién khai

111.2.1. Khéi BigchainDB

Trong khéi BigchainDB la mot tap cac nut BigchainDB (cic may tinh di duogc cai dat
BigchainDB) két ndi v&i nhau va duoc quan Iy bai mot to chic. T6 chic ndy c6 thé 1a mot
cong ty, mot hop tac xa ndng nghiép va co vai tro dua ra cac quyét dinh co lién quan dén
toan bo hé théng. Chang han, ai sé& 1a ddi tac duogc sir dung hé théng nay, ai c6 thé doc duoc
dir liéu duoc luu tai day, c6 can phai mé rong mang BigchainDB hay khong, ...

M6t quy trinh quan tri hé thdng duoc yéu cau dé dua ra cac quyét dinh nhu trén, do d6
khi trién khai thyc té, t6 chie d6 phai thiét 1ap mot quy trinh quan tri c6 vai trd nhu vay (néu
chua c6).

O mot vai ngir canh, quy trinh quan tri hé thong quyét dinh tinh phi tap trung caa mang
BigchainDB va cac van dé bao mat lién quan.

Vé mang BigchainDB, n6 c6 thé cai dat chi vdi mot niit BigchainDB. Tuy nhién, diéu
nay khong that su khuyén khich, va theo BigchainDB thi nha phat trién nén cai dat véi sd

nat toi thiéu 1a 4. Sau khi thiét dat, ta co thé loai bo hodc thém vao cac nut.
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Hinh 20. So dé giao tiép giira cac ndt trong mang

Trudce khi cai dat BigchainDB trén may tinh can phai chuan bi céc cong viéc sau:

Biét duoc dia chi IP céng khai (néu trién khai bén ngoai) hoic IP riéng tu (néu trién
khai trén cung mang).
- Hé diéu hanh duoc khuyén nghi 1a Ubuntu hoic Ubuntu Server phién ban tir 18.04
tr 16n, sau do cai dit cac cap nhat cho hé diéu hanh
- Khi cai dat trén may that hay o trén cac hé théng nhu AWS, Azure, BigchainDB s&
str dung cac cong sau cho luu lwgng vao va ra:
o TCP & cong 22 (néu dung SSH dé két ndi tir xa)
o TCP ¢ cong 9984 (cong HTTP mic dinh cua BigchainDB, c¢6 thé chuyén qua
cong 80 hoic 443)
o Giao thuc bat ky & cong 26656 (dung cho Tenermint chia sé mang ngang
hang)
- Cai dit bao mat tai nat d6
- Cai dat DNS (néu da c6 dang ky tén mién tir trudc)
Chi tiét qua trinh cai dat BigchainDB va thiét 1ap mang BigchainDB trén Ubuntu, c6 thé
tham khao thém tai tai liéu chinh thuc nay:
23



http://docs.bigchaindb.com/projects/server/en/latest/networks.html

111.2.2. Khéi &tng dung web

Trong d¢é tai nay s& stir dung mé hinh MVC dé xay dung may chi web. May cha web ¢6
vai trd quan ly thanh vién va nong san trong BigchainDB, dong thoi cho phép nhap théng
tin ndng san. M6 hinh Model — View — Controller (MVC) 1a md hinh thiét ké dugc sir dung
dé phan tach giao dién ngudi dung (view), di lieu (model) va logic wng dung (controller).

Mo hinh nay gitp dat dwoc sy tich biét cac thanh phan cua website.

\c

v
) ‘

Hinh 21. M6 hinh MVC bao gém Model, View va Controller

Str dung md hinh nay cho viéc phét trién cac website, dinh tuyén cac yéu cau gui dén
mét Controller, Controller chiu trach nhiém lam viéc véi Model dé thuc hién cac hanh dong
va/hoic nhan dir liéu. Controller chon View dé hién thi dir liéu va cung cip View cho
Model. View xuat trang HTML dit liéu dua trén Model.

ASP.NET mang dén mot cach thirc manh mé, dya trén mé hinh MVC nay dé xay dyng
mét website dong cho phép su tach biét & cac thanh phan [15].

I11.2.2.1. Model va Dir liéu

Model bao gdm mat tap cac Idp mé hinh rd rang va dé dang gin két chling véi co so dir
licu. Trong d6 c6 thé dinh nghia cac quy tic xéac thuc dir liéu bang cach sir dung céc trang

thai (attributes) cua C#, ap dung dugc trén ca phia may chu va may khéach.
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ASP.NET hd tro nhiéu co sé dir lieu nhu SQLite, SQL Server, MySQL, DB2,
PostgreSQL,... va cac co s¢ dir liéu phi quan hé nhu MongoDB, Redis, Azure Cosmos DB.

Vi du vé mét Iép trong Model:

public class Person

{
public int PersonIld { get; set; }

[Required]
[MinLength(2)]
public string Name { get; set; }

[Phone]
public string PhoneNumber { get; set; }

[EmailAddress]
public string Email { get; set; }
}

Hinh 22. Vi du vé I&p Person trong Models

111.2.2.2. Controller

Controller dinh tuyén mot cach don gian cac yéu cau giri dén cac phuong thirc C# thong
thudng trong Controller. Dit liéu tir cac yéu cau, chudi truy van va noi dung yéu cau duoc
gan két ty dong dén cac tham s trong phuong thurc.

Duéi day 1a mot vi du vé Controller:
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public class PeopleController : Controller

{

private readonly AddressBookContext _context;

public PeopleController(AddressBookContext context)
{

_context = context;

}

// GET: /people
public async Task Index()
{

return View(await _context.People.ToListAsync());

}

// GET: /people/details/5
public async Task Details(int id)
{

var person = await _context.People.Find(id);

if (person == null)

{

return NotFound();

}

return View(person);

}
}

Hinh 23. Vi du vé I&p PersonController trong Controllers

111.2.2.3. View

View trong ASP.NET st dung Razor. CU phéap Razor cung cdp mét cach don gian, rd
rang va nhe dé tao noi dung HTML cho View. Razor cho phép sir dung C# trong View va
tao ra trang web HTMLS5 day du.
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-l<table class="table">
- <thead:
= <tre
<thx@Html.DisplayNameFor(model =»> model.Name)</th>
<thx@Html.DisplayNameFor(model =»> model.PhoneNumber)</thz
<thx@Html.DisplayNameFor(model => model.Email)</th:
</tre
</thead:>
= <tbody>
@foreach (var item in Model) {
- <tre
<td:@Html.DisplayFor(modelItem => item.Name)</td>
<td>Html.DisplayFor(modelItem => item.PhoneNumber)</td>
<td>@Html.DisplayFor (modelItem => item.h{ftd>

/e string Person.Email { get; set; } p

1
</tbody> @ Equals
</tablex @ GetHashCode
GetType

Hinh 24. View vgi cu phap Razor

111.2.3. Khéi #ng dung di dong

Vé phat trién ung dung di dong dé quét ma QR trén ndng san sé& su dung lonic. Khung
lam viéc lonic 12 mot b cong cu Ul ma ngudn mé dé xay dung c4c tng dung desktop va di
dong c6 hiéu qua va chét luong cao bang viéc sir dung céng nghé web d6 1a HTML, CSS va

Javascript — tich hop véi cac khung 1am viéc pho bién nhu Angular va React.

C

On

Hinh 25. Logo cua lonic

lonic tap trung vao su tuong tac gitra Ul va UX trén mot tng dung. N6 c6 thé xay dung
front-end ma khong nhat thiét phai stir dung cac khung lam viéc khac.
Pic diém cua lonic:
e Viét mdt 1an, chay mei noi: lonic cho phép cac nha phét trién xay dung céc tng
dung cho da s6 cac hé diéu hanh cho thiét bi di dong nhu Android, i0S va Windows
Mobile.
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e Tap trung vao hiéu suat: Cac ung dung tir lonic co thé hoat dong trén céc thiét bi di
d6ng mai nhat véi viéc sir dung hiéu qua cac chuyén dong tiang téc phan ciing va céc
thao tac cur chi cam tng.

e Thiét ké gon gang, don gian, nhiéu tinh niing: Ionic duoc thiét ké dé lam viéc va
hién thi noi dung véi phong cach dep nhu cac thanh phan tao san, cac font chir va
giao dién chu dé.

e To6i wu nguyén ban va web: lonic mang cac chuan giao dién nguoi ding va tinh
ning giéng nhu cac wng dung duoc viét bang ngdn ngir native véi hé diéu hanh, déng
thoi mang lai sicc manh day du va tinh linh hoat dén tir web. lonic sir dung Cordova

dé trien khai thanh ung dung nguyén ban [16].

Web App Framework Mobile

Figatiorms

Apache
Cordova

Hinh 26. Titng bude dé xay dung cac #ng dung di dong

111.3. Két qua

111.3.1. Khéi BigchainDB

Pé minh hoat tinh linh hoat nén tang BigchainDB, ciing nhu cung cap co ché dy phong,
dé tai trién khai khéi dit liéu blockchain trén hai mang BigchainDB khéc nhau:

e Sir dung ha ting c6 san cua BigchainDB la https://test.ipdb.io/ 4p dung cho

website, goi chung la Public Cloud
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e Trién khai trén hé thong may 4o pcvn.vn:7000 cua Khoa Cong nghé Thang tin,
trrong Pai hoc Pa Lat ap dung khi demo trén localhost, goi chung la Private
Cloud.

Chtre nang chinh ctia mang BigchainDB nay 1a luu trir dit liéu (hay con goi la cac giao

dich) theo c&ch phan tan, bt bién.
I11.3.1.1. Mang Public Cloud

Mang https://test.ipdb.io/ dwge diéu hanh boi IPDB Foundation, tu do st dung né. Tuy

nhién, theo Quy dinh bao vé dir liéu chung (General Data Protection Regulation — GDPR™),

no sé duoc dit lai vao 4 gio sang mdi ngay (theo mui gio Trung Au — CET) [17].

= O *
@ httpsi/ftestipdb.io X +

&« C & testipdbio Khach

{
"api”: {
vl {
"assets": "fapi/vl/assets/”,
"blocks™: "/fapifvl/blocks/",
"docs™: "https://docs.bigchaindb.com/projects/server/en/v2.2.1/http-client-server-api.html",
"metadata”: "/api/vl/metadatas",
"outputs”: "fapi/vl/outputs/”,
"streams": "ws://test.ipdb.io:9985/api/vl/streams/valid_transactions”,
"transactions™: "/api/wvl/transactions/",
"validaters": "/api/vl/validators”
¥
s
"docs": "https://docs.bigchaindb.com/projects/serverfen/v2.2.1/",
"software”: "BigchainDB",
"wersion": "2.2.1"

}

Hinh 27. BigchainDB cung cdp AP dung thi nghiém https://test.ipdb.io/

@ httpsi/ftestipdbio/apifivi/asset: X +
< C & testipdb.iofapifv1/assets?search="rau" Khach

[{"data": {"idProduct”: "RAU®2", "nameProduct™: "Rau c\ulea3i”, "idUser”: "183499618283781661157",
"name0fUser™: "Thu Uyen”, "email™: "bim.nguyen@l@d@zmail.com™, "adrs™: "g", "area™: "L\u@8eZm
Wwellahuled3ng”, "city": "Thl\ud@ednh Phiuledl ‘well@\ueled L\uleslt™, "phone": "@122", "idRole™: "1",
"dateBegin": "21/@5/2020", “dateEnd": "22/85/2820"}, “id":
"81531297=020a@56208c80efdcc706eee9325861e6b7c592b71T48a1128aae%b™}, {"data”: {"idPreduct”: "RAUG3",
"nameProduct™: "Rau test", “iduser™: "1834996182837@1661157", "nameOfUser™: "Thu Uyen", "email™:
"bim.nguyen@l@g@amail.com™, "adrs": "q", "area": "Liu@@eZm ‘uell@\uled3ng”, "city": "Th\ug@ednh Phl\uledl
‘wuBllehueded Lhulealt”, "phone™: "0123", "idRole™: "1™, "dateBegin™: "©1/85/2028", "dateEnd": “12/@&/2B20"},
"id": "@l6f9lc211c3873afB06b3c53cdars047ec7b5d51343bfe3ffol1f570be219T26™ )]

Hinh 28. Thong tin khi dwoc gui 1€n https://test.ipdb.io/

15 Xem chi tiét tai: https://gdpr-info.eu/
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I11.3.1.2. Mang Private Cloud
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Hinh 29. Mang BigchainDB duwoc trién khai trén may ¢o pcvn.vn

Pic diém cua mang riéng tu nay 1a khi giri mot giao dich dén mét nit trong mang, giao
dich sau khi xac minh hop 1& thi Tendermint s& giri dén céc nat khéac trong mang, dam bao

dir liéu duoc phéan tan.
111.3.2. Khéi &ng dung web
111.3.2.1. Trang cho thanh vién

Website hién dang duoc trién khai tha nghiém tai dia chi sau

http://foodtraceability.somee.com/.

Khi thanh vién (khéng phai quan tri vién) ding nhap vao hé théng thi co thé thyuc hién
cac cOng viéc nhu tao néng san, cap nhat thong tin trong ng Vvai ting giai doan ma minh
quan Iy (nha san xuat, nha van chuyén va nha budn ban).

M6t sé hinh anh chup tir website:
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Hinh 30. Giao di¢n trang chu

“;ﬁ:‘huw Trang Chi M6 Hinh Dang Nhap

Pang
nhap
Tén dang nhap

mat khéu

CINhG mat khau

Tao tai khoan

f PANG NHAP

G DANG NHAP

Hinh 31. Giao dién trang dang nhdp
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hiej °
e ADMIN ieptt ®

# Trang chu

Thém san pham

Ma san pham
B Danh sich

Tén san pham

EB Thém sin phim

Mo ta

Ngay tréng: Ngay thu hoach

ADD PRODUCT NOW

Copyright © Your Website 2019

Hinh 32. Giao dién tqo sdn phdm cho nguwoi san xudt

32



e ADMIN Hiep Tran Trong 0

#A Trang chu

I Nhap ma san pham n

A Danh sich
Danh sach
EB Thém san phim
Show 10 # |entries Search:
Ma san pham T' Tén san pham Tén ngudi dung Chi tiét Trang thai
No data available in table
Showing 0 to 0 of 0 entries Previous  Next

Copyright © Your Website 2019

Hinh 33. Giao dién dé nguoi dung thém théng tin cho céc vai tro khac bang cach nhdp ma

san pham
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Update

DTO1

Dau Tay
test1

Mo ta
Ngay nhan

Ngay ban

Hinh 34. Giao dién dé ngiroi ding thém cé&c thong tin vao san pham

e ADMIN Hiep Tran Trong o

A Trang cha
Danh sach
EB Danh sach Show 10 = entries Search:
R Thém san phim Mai san pham ' Tén séan pham Chi tiét Ngay nhan Ngay ban
DTO1 Dau Tay Khéng hoa chat 02/06/2020 03/06/2020
Showing 1to 1 of 1 entries Previous Next

Copyright © Your Website 2019

Hinh 35. Giao dién quan ly hién th; nhiing san phdam ma nguwoi diing da nhdp théng tin
34



111.3.2.2. Trang cho quéan tri vién

Mac dinh trang dang nhap danh cho quan tri vién s€ tach riéng trang dang nhap cua
thanh vién. Pay khong phai 1a van d& 1on vi ¢d thé tich hop ca hai trang lai véi nhau. Khi
quan tri vién dang nhap thanh cbng, quan tri vién s€ phai phé duyét cac thong tin ma thanh

vién gtri 1én trude khi chiing dugc thém vao BigchainDB.

Welcome Back!

Enter Email Address...

Remember Me

Diang Nhap

o admin | @
L
BB Nha san xudt N 2 ~
Nha san xuat
BB Nha vin chuyén
Show | 10 # |entries Search:
B Nha phén phdi
N
bia Ngay t
Username T\ Tén email chi Dién thoai tréng h
hieptt hieptt  nhokakdl@yahoo.com = Tp. 0928914595  27/05/2020
Pa
Lat
Showing 1 to 1 of 1 entries Previous Next

4 »

Hinh 37. Giao di¢n trang quan ly tai khoan cua admin
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ADMIN 0 . [
e aamin -

A .
B Nha san xust Thong tin
B Nha van chuyén hie ptt
e Show 10 & entries Search:
Ma san Tén san Ngay cap Trang
pham T pham Chi tigt Ngay tao nhéat thai
D101 Dau Tay Khéng hda 03/05/2020  28/05/2020 P3 Up
chat DB
Showing 1to 1 of 1 entries Previous Next

Hinh 38. Giao di¢n trang quan ly nhiing san ma nguoi dung da thém va dwa vao blockchain

111.3.3. Khéi itng dung di dong

Chuc ning chinh cua ¢ng dung nay 1a quét ma QR dan trén néng san, sau do 13y thong
tin ciia ndng san do6 tir BigchainDB rdi xuat 1én man hinh cho nguoi ding xem. Yéu cau can

phai c6 két ndi mang Internet théng qua Wifi hoic 3G/4G va c6 camera.
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chain

Traceability

Hinh 39. Man hinh chinh cua #ng dung

“ CHITIET

Rau cai
Trong Trot

0 Tén: Thu Uyen
Pia chi: q,
Thanh Phé Pa Lat,
Lam Dong

Email: bim.nguyen0109@gmail....

Ngay trong: 20/05/2020

Ngay thu hoach: 21/05/2020

Hinh 40. Xem théng tin nguoi trong

37



“ CHITIET

Van Chuyén

0 Tén: Thanh Quéc Nguyén

Pia chi: CBQ,
Thanh Phé Pa Lat,
Lam Dong

Email: 1610191@dlu.edu.vn

Ngay nhan: 21/05/2020

[ 3 X =

Ngay chuyén xong: 22/05/2020

Hinh 41. Xem théng tin nguwoi van chuyén
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“ CHITIET

Pia chi: awd,
Huyén Chu Sé,
Gia Lai

Email: akklaD03@gmail.com

Ngay nhan: 22/05/2020

Ngay ban: 23/05/2020

Hinh 42. Xem thong tin nguoi ban
Nhu vay, thong qua ang dung nay, nguoi ding nam bt duoc cac thong tin co ban trong

chudi cung tmg nhu giai doan trdng trot, giai doan cham séc, giai doan van chuyén, giai

doan budn ban.
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KET LUAN VA KIEN NGHI

1. Kétluan

Cong nghé Blockchain di cho thay nhitng tiém ning to 16n, gilp cac nganh céng nghiép
va ndng nghiép truyén théng chuyén minh phat trién cuing véi nén Cong nghiép 4.0 va mang
trong minh cac dic trung nhu: tinh phi tip trung, tinh bat bién, tinh phan tan, tinh minh
bach. Chinh nho cac dic trung nay, cac khung 1am viéc dya trén Blockchain dang rat dugc
cong ddng quan tam va ap dung trén nhiéu linh vuc nhu tai chinh ngan hang, kinh té, chinh
tri - xa hoi, y té, gido duc, hop ddng thong minh, ...

Chinh nhd d6 ma viéc tng dung cong nghé thong tin trong linh vuc ndng nghiép — von
da gan lién voi doi séng vat chat va tinh than cia nguoi Viét Nam ching ta tir hang ngan
nam nay — da sé& timg budc khéng con mang tiéng “lac hau” bai vi khong c¢6 gi ma céc
nganh khéc ap dung duoc Blockchain ma nong nghiép lai khéng duoc ca nira va tién dén
mot nén ndng nghiép théng minh. Vi dinh hudng trong twong lai tat ca moi thir déu co dic
trung 12 minh bach, phan tan, bat bién thi cong nghé Blockchain ¢ diém hién tai rit dang
duoc quan tim dé ung dung trong ndng nghiép ciing nhu nhiéu céc linh vuc Khéc.

Dé tai nay da 4p dung cong nghé Blockchain, cu thé 12 nén tang BigchainDB, dé giai
quyét bai toan truy xuat nguon goc ndng san. Két qua cua dé tai 1a da xay dung duoc hé
thdng hd tro quan ly, truy xuat ngudn géc néng san va thir nghiém ap dung trén mot sé ndng
san cua Da Lat. Cu thé:

- V@ ly thuyét: Hiéu duoc khai niém coéng nghé chudi khdi Blockchain, kién tric va
cac mo hinh d6ng thuan ciing nhu quy trinh xi Iy trong chudi cung ang ndng san hién nay.

- Veé thuc nghiém: Pa xay dung va trién khai thir nghiém thanh cong hé théng gom
cac phan hé va chirc ning khac nhau nham giai quyét van dé 16n “truy xuat ngudn goc nong
san bang cdng nghé Blockchain”. Hé théng nay cd tinh kha thi cao va c6 thé mo rong, dic
biét 1 c6 thé két hop véi cac thiét bi khac nhu cam bién, camera,... dé tao thanh hé théng
loT hoan chinh, ty déng hoéa cac quy trinh nhap liéu, kiém tra thong tin dua vao
BigchainDB.
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Hé thdng da duogc phat trién gdm cac phan hé va chirc ning sau:

- Phan hé Qudan ly Hé thong bao gdm hé théng cac may tinh trong mang BigchainDB
do quan tri vién quan ly c6 chire ning luu tri thong tin dudi dang chudi khéi.

- Phan hé Qudn ly Néng san bao gom may chi web do quan tri vién quan ly, nha san
Xuit, nha van chuyén va nha cung cap cé vai trd cung cap thong tin lién quan dén nong san
urng véi nhiém vu cta minh,

- Phan hé Nguoi tiéu ding bao gém &ng dung quét ma va hién thi théng tin ngudn gbc
ndng san, ngudi tidu dung sir dung wng dung nay dé nim dwgc cac thdng tin caa néng san.

Tuy nhién, két qua caa dé tai con tdn tai mot s6 kho khan, han ché sau:

- Kho khan:

o Dich bénh Covid-19 xay ra ngay khi bat dau hoc ky 2 nim hoc 2019-2020 dan
dén mot sb hoat dong nghién ctru bi dinh tré.

o Do pham vi nghién ctru cua dé tai (kinh phi, thoi gian) nén chua di chuyén sau
vao trién khai thuc té nhiéu trén mot sé nong san trong tai Da Lat.

- Hanché:

o Lién quan dén BigchainDB
= Phai cai dat va cau hinh BigchainDB nhiéu lan trén cac may ao Ubuntu
dé ching c6 thé hoat dong dugc nhu mong doi.
* Mang BigchainDB chua “that sy” phan tan.
= Tbn tai nhiéu 15i bao mat.
o Lién quan dén ung dung da phat trién
= Sy han ché vé chuyén mon ky thuat caa cac thanh vién trong nhom.
= Chua c6 nhiéu kinh phi, trang thiét bj dé trién khai hé thong nay day
du.

2. Hwéng phat trién

Tir cac kho khin trén va cac két qua dat duoc, dé tai du kién s& mé rong phat trién ¢ cac
hudng sau:

- Ap dung thyc té trén nhiéu loai néng san hién co trén Da Lat. D& tai nay dwoc hinh

thanh nham giai quyét mot trong nhitng van dé quan tdm hién nay 1a “truy xuat
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ngudn goc ndng san” thé nén néu co diéu kién thi &p dung thuc té vao cac nong trai
tai Pa Lat, moi cac bén lién quan trong chudi cung ung ndng san tham gia vao hé
thdng, nhu vy tao thanh mot “quy trinh” day da cua hé thong, dat hiéu qua cao va
thong tin luu trit s& ddy du, dam bao hon.

Keéu goi von dau tu va trang thiét bi dé dé tai co thé tiép tuc phat trién. D& tai nay co
thé dap ung cac tiéu chi cua cac cudc thi Khoa hoc Ky thuat tir cap Tinh 1én dén
Trung uong, cac hoi thao Khoa hoc néu dé tai nay duoc trién khai thuc té. Ma dé dé
tai di tir thuc nghiém sang thuc té thi can phai c6 sy dau tu vé nhan luc, tién bac va
may maoc

Khéc phuc cac 16i bao mat dang ton tai. Mic du dé tai st dung BigchainDB duoc biét
nhu mot tng dung dién hinh cia Blockchain thé nhung ciing nhu cac hé théng khéc,
dic biét a thuo so khai thi khong thé khong tranh khoi cac sai sot trong lap trinh, cau
hinh va bao mat. Biém yéu hién tai cua hé thong 1a chwa c6 chirng thuc cac yéu cau
API giri dén mang BigchainDB nén hién gio, ai ciing c6 doc va ghi 1én d6 duoc.
Trién khai BigchainDB trén nhiéu nén tang nhu Azure, AWS, Digital Ocean. Dé dam
bao tinh an toan va tinh phan tan thi mang BigchainDB nén cai dat trén nhiéu nén
tang may 4o, 1y tuong nhat 1a nén dat tai nhidu qudc gia va cé chinh séch phéap ly
rang budc rd rang, nghiém ngat nham tranh su tan céng ¢ cha dich vao hé thong va
dam bao hé théng hoat dong 6n dinh khi bj tin cong.

“Chuyén giao cong nghé” hodc “Pua ra thi trudng”. Pé tai c6 thé ban giao cong nghé
nhu md ngudn website, m& ngudn ung dung quét ma, mang BigchainDB cho cac
cong ty néu ho mudn thyc su quan tam, mubn so hitu ki thuat duoc sir dung trong dé
tai. Ngoai ra, nhdm c6 thé tu phat trién, sir dung két qua cia dé tai dé kinh doanh va

thu loi nhuan.
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PHU LUC THUAT NGU’

STT | Tirtiéng Anh Nghié tieng Chu giai
Viét
1 | BigchainDB Hiép hoi La nhiing nguoi hoac té chuc ma chay
Consortium BigchainDB cac nut trong mang BigChainDB nay.

Mot hiép hoi phai c6 cau tric quan ly
viéc dua ra cac quyét dinh. Néu mot
mang BigChainDB dugc chay béi mot
cong ty don 1¢ thi thuat ngtr “hiép hoi”
chinh la cong ty do.

2 | BigchainDB Mang Mot tap hop cac nut BigChainDB két

Network BigchainDB ndi 1an nhau tao nén mot mang
BigChainDB. M6i mot nit trong
mang chay clng phan mém va co thé
c6 mot may lam cdng viéc quan ly.

3 | BigchainDB Nt La mat thiét bi (hoac thiét bi logic)

Node BigChainDB chay BigChainDB Server va c4c phan
mém lién quan. M&i mot nut duoc
diéu khién boi mot ngudi hoic to
chuc.

4 | Broadcast Phét séng Céch thtc truyén tin duoc guri tir mot
diém dén tat ca cac diém khéc trong
cung mot mang.

5 | Checksum Gia tri tong Gia tri tinh toan dwoc gan vao mot goi
kiém/ gia tri dir liéu, tap tin. Dung dé kiém tra tinh
kiém tra toan ven cua dit liéu khi truyén qua

mang.

6 | CheckTx Kiém tra Giao | Budc dau tién dé kiém tra mot giao
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dich

dich, v&i Tx la chit viét tat cua

Transaction

7 | Cryptocurrency | Tiéndién te/ | L& mot tai san k§y thuat s6 duoc thiét
tién ma hoa ké dé 1am viéc nhu 1a mot trung gian
trao d6i ma sir dung mat ma dé dam

bao céc giao dich cua nd.

8 | Digital Asset | Tai san ky La bat ctr thir gi ton tai & dinh dang

thuat s6 nhi phan va di kém v&i quyén sir
dung.

9 | Distributed Pong thuan Pam bao su dong thuan cua dix liéu
Consensus phén tan gitra cac nat trong mot hé thong phan

tan hoic dat duoc thoa thuan dé xuat.

10 | Framework Khung phan La mét sy triru twong trong d6 phan

mém mém cung cap chirc ning chung co
thé duoc thay doi c6 chon loc bang ma
do ngudi dung viét thém, do d6 cung
cap phan mém danh riéng cho ung
dung.

11 | KYC (Know Biét khach La qué trinh mot doanh nghiép xac
Your hang cua ban minh danh tinh cua khach hang va
Customer/ danh gia sy phu hop cua ho, cung véi
Know Your nhing rai ro tiém an cua y dinh bt
Client) hop phap d6i véi mdi quan hé kinh

doanh.

12 | Mempool Vung nhé La noi chtra c&c giao dich dang cho

xt 1y. Trong Bitcoin, d6 1a noi tat ca
cac giao dich Bitcoin chura dugc xac
nhan chd doi cho dén khi tat ca céac

xac nhan duoc phat hanh.
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13 | Miner (Bitcoin) | May dao/ Céac may tinh c6 nhiém vu bao mat
Nguoi dao tién | mang va thuc hién tinh toan dé chap
a0 nhan cac giao dich hop Ié thanh cac

khdi trong Blockchain .

14 | Payment Thanh toan La su chuyén giao tai san cua mot bén
cho bén kia, thuong duoc st dung khi
trao ddi san pham hozc dich vu trong
mot giao dich cé rang budc phap ly.

15 | Prototype M6 hinh La mot md hinh phat trién phan mém

Model nguyan mau duoc phat trién dya trén cac yéu cau
hé thng, dua vao ban nguyén mau ma
khach hang c6 cai nhin tong quan vé
hé thng thuc té.

16 | Record Ban ghi/ ghi dir | La qua trinh ghi lai dix liéu hoic bién
liéu ddi thdng tin sang mot dinh dang nao

d6 dé luu trir trén mot phuong tién luu
tri.

17 | Remittance Kiéu hoi/ La tién bac duoc di chuyén tir nhitng
chuyén tién nguoi dang trd ngu hay la lao dong &

nudce ngoai dén than nhan cua ho tai
qué huong.

18 | Repository Kho luu trit/ L& mot vi tri luu trix cho cé&c goi phan
kho chira mém.

19 | Reputation Hé thong danh | La cac chuong trinh cho phép ngudi

System tiéng dung danh gia 1an nhau trong cac cong
ddng truc tuyén nham tao dung niém
tin théng qua danh tiéng.

20 | Smart Contract | Hop dong La mot giao thirc may tinh nham tao
théng minh diéu kién k¥ thuat sb, xac minh hoac
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thuc thi dam phan hoac thuc hién hop
ddng. Hop ddng théng minh cho phép
thuc hién cac giao dich dang tin cay
ma khong can bén thir ba. Céc giao

dich nay c6 thé theo ddi va khong thé

dao nguoc.
21 | Supply Chain | Chudi cung La mot hé thdng céc t6 chuc, con
ung nguoi, hoat dong, thdng tin va cac
ngudn luc lién quan téi viéc di chuyén
san pham hay dich vu tir nha cung cap
hay nha san xuat dén ngudi tiéu ding.

22 | Tamper Bang chirng La mot thiét bi, nhan, cong cu hoic

Evident can thiép qua trinh phat hién su truy cap, thay
ddi, loai bo, gay ton hai trai phép vao
dbi twong duoc bao vé.

23 | Tamper Chéng can La cac nhan hoac qua trinh dong goi

Resistance thiep duoc thiét ké dé ngan can mot ai d6
ma va tiép can ndi dung bén trong
mot vat.

24 | Timestamp DAu thoi gian | La mot chudi cac ky tu hoac thong tin
duogc ma hoa xac dinh khi mot su kién
nao do xay ra, thuong dua ra ngay va
gio trong ngay, d6i khi chinh xac dén
mot phan nho caa mot giay.

25 | Ul (User Giao dién Ul bao gom tat ca nhimng gi nguoi

Interface) ngudi ding ding c6 thé nhin thay trén giao dién
phan mém, website, h¢ diéu hanh.

26 | UX (User Trai nghiém La nhitng danh gia cta nguoi dung

Experience) nguoi dung hay nhitng trai nghiém khi st dung

mot phan mém, website, hé diéu hanh.
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27 | Voting Power | Quyén biéu Trong BigchainDB, mic dinh méi mot
quyét nGt c6 cung quyén biéu quyét ngang
nhau. Néu c6 nhiéu hon 2/3 s6 phiéu
ddng y, dé xuét thay ddi do s& duoc
chap nhan.
28 | Waterfall Mb hinh thac La mot md hinh cua quy trinh phat
Model nudc trién phan mém, trong dé quy trinh

phat trién trong gidng nhu mot dong
chay, véi cac pha duoc thuc hién theo
trat tw nghiém ngat va khong co su
quay lui hay nhay vuot pha la: phéan
tich yéu cau, thiét ké, trién khai thyc

hién, kiém thu, ...
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BQ GIAO DUC VA PAO TAO
TRUONG PAI HQC PA LAT

BAO CAO TONG KET
PE TAI KHOA HQC SINH VIEN NAM 2020

O CAM PIEN THONG MINH PIEU KHIEN QUA MANG INTERNET

Thudc nhom nganh khoa hoc: K¥ thuat




Lam Pong, thing 7 nim 2020
BO GIAO DUC VA PAO TAO
TRUONG PAI HOC PA LAT

BAO CAO TONG KET
PE TAI KHOA HQC SINH VIEN NAM 2020

O CAM PIEN THONG MINH PIEU KHIEN QUA MANG INTERNET

Thudc nhém nganh khoa hoc: K¥ thuat

Sinh vién thuc hién: Tran Thanh Duong Nam

Dan toc: Kinh

Lop: VTK40 - Khoa Vat 1y va k¥ thuat hat nhan

Nganh hoc:Dién Tir Vién Thong Nam tha: 4 /SO nam dao tao: 4.5

Nguoi huéng dan: Thac si. VO Minh Phung.

Lam Pong, thing 7 nim 2020
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DANH MUC TU VIET TAT

loT Internet of Things Internet két ndi van vat

Moi truong tich hop dung

IDE Intergrated Development Environment | dé viét code dé phat trién
ung dung.

ID Identification Thé nhan dang

IP Internet Protocol Giao thuc Internet

Vin Voltage Input Dbién ap vao

Vout Voltage Output Dién ap ra

GND Ground Tiép diém dat

_ Tro ly 4o giap tu dong hoa
IFTTT If This, Then That
cac cong viéc hang ngay
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Lép VTK40

Khoa Vat Ly va K§ Thuat Hat Nhan

NHOM SINH VIEN THU'C HIEN PE TAI

Tran Thanh Duong
Ksor Bét

Nguyén Duy Khang
bao Trong Khoi
Nguyén Cao Dirc

Nam thir: 4 - S6 ndm dao tao: 4.5 nam

Nganh hoc:

Pién Tu Vién Thong
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LOI NOI PAU

Ngay nay voi su phét trién vuot bac ciia khoa hoc k¥ thuat di lam cho cudc sdng cia
con ngudi ngdy cang trd nén van minh va hién dai hon. Su phat trién cua k§y thuat dién tir da
tao ra hang loat nhirng thiét bi v4i dic diém ndi bat nhu sy chinh xac cao, toc do truyén tai
nhanh, gon nhe 13 nhitng yéu t6 rat can thiét cho hoat dong cia con ngudi dat hiéu qua cao.

Mot trong nhitng tng dung quan trong trong cong nghé dién tir 1a k¥ thuat diéu khién
tir xa. N6 di gop phan 16n trong viée diéu khién cac thiét bi tir xa hay nhiing thiét bi ma con
nguoi khong thé truc tiép tram vao dé van hanh diéu khién. Bén canh d6 Thuét ngir
“Internet of Things” viét tat 12 IoT gan day xuat hién kha nhiéu va thu hat khong it su quan
tam chu y ctia thé gidi cong nghé.

Internet of Things dugc mo ta 12 mt mang ludi van vat két ndi Internet hoac 1a mang
lu6i thiét bi két ndi Internet, khi ma mdi d6 vat, con nguoi dugc cung cép mot dinh danh
clia riéng minh, va tat ca c6 kha ning truyén tai, trao doi thong tin, dit liéu qua mot mang
duy nhat ma khong can dén su twong tac truc tiép giita ngudi voi ngudi, hay nguoi voi may
tinh. No6i don gian IoT 1a mdt tap hop céc thiét bi ¢6 kha niang két nbi véi nhau, véi Internet
va v6i thé gi61 bén ngoai dé thuc hién mot cong viéc nao do. Viée két ndi thi c6 thé thuc
hién qua Wi-Fi, mang vién thong bing rong (3G, 4G), Bluetooth, ZigBee, hong ngoai...) .

Khéng nhitng vay, kém voi su phat trién khong ngimg cta dién thoai thong minh. Vi
mét chiéc Smartphone c6 két ndi Internet ban d& dang diéu khién duoc hé théng toan bo
thiét bi trong gia dinh ban. Viéc st dung céc phén mém chay trén cac thiét bi di dong dé ban
dé dang quan 1y cac thiét bi dién trong nha qua mang Internet.

Con nguoi chung ta thuong hay quén tat cac thiét bi dién khi ra khoi nha, thay vi phai
quay tré lai nha dé tit chung, thi nay c6 thé str dung dién thoai thong minh véi vai thao tac
diéu khién 1a c6 thé tat cac thiét bi dién trong nha.

Va y tuong “O cim dién théng minh diéu khién qua mang Internet” cling xuat phat tir
nhu cau thyc tién nhu vay. O cim thong minh 14 loai 6 cam dién c6 kha ning thay thé 6 cam
thong thuong, giup két nbi dd dién tir voi ngudn dién. Tuy nhién, ching c6 thé bat tat cac
thiét bi dién dé dang, thong qua két néi Internet v6i smartphone, tu ngat dién khi qua tai hay
cai dat kich ban khai dong hoic tat thiét bi khi két hop vai cac cam bién.

TOM TAT NOI DUNG PE TAI
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I. MUC PiCH

e Thiét ké, phat trién san pham 6 cdm dién théng minh, online dya trén co s& 10T cu
thé 1a diéu khién tir xa bang wifi, hoic bat ctr noi ndo smart phone cua ban cd két ndi
Internet. San pham dam bao céc tiéu chi

o Hoat dong chinh xéac, 6n dinh, ngay ca khi cac diéu kién cua san pham thay
d6i nhu nhiét do, do am.

o C6 giao dién phan mém giao tiép truc quan vaéi ngudi dung.

e Dua ra mot thiét ké mé hinh, ma cac thiét bi trong mé hinh nay lién két chat ché véi
nhau va lién két véi trung tam diéu khién. Chi can két ndi véi trung tam diéu kién nay,
ngudi dung c6 kha nang diéu khién toan bo cac thiét bi mong mudn trong ngdi nha cua
minh.

e biéu dic biét trong du an nay 1a khéi diéu khién trung tam s& két ndi véi bién thoai
cam tay thong qua wifi dé diéu khién toan bo cac thiét bi mong muébn trong ngéi nha.

II. NEN TANG

e Dién tir: Vi diéu khién ESP8266 NodeMCU lua CP2102.

e Phan mém lap trinh: Adruino IDE va thu vién di kém.

e Phan mém thiét ké mach: Proteus.

e Phan mém két ndi dién thoai: App Blynk.

III. SAN PHAM VA KET QUA

e Thiét ké “O cam dién thong minh diéu khién qua mang Internet” dwgc trinh bay dudi
dang mot san pham hoan thién. Toan bo hé théng duoc diéu khién bang Dién thoai cam tay,
thong qua app Blynk. San pham thay thé cho 6 cim dién thong thuong, mang lai cac giai
phap thiét thuc va gia thanh phi hop cho mdi té 4m ngudi dan Viét Nam. Gitp con ngudi
c6 mot cudc séng day du, hién dai, tién nghi va an toan.

IV. KET LUAN

e /i nén tang ngudn mé Adruino cé tinh twong thich cao véi nhiéu thiét bi hién nay
cling c6 nhiéu sy linh hoat trong lap trinh, du 4n “O cim dién théng minh diéu khién qua
mang Internet” c¢6 kha ning nang cap hién dai nhiéu hon nita trong twong lai gan.

e San pham c6 tinh thuc tién cao, vira don gian, hiéu qua phu hop voi sé dong nguoi

dan Viét Nam hién nay.
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CHUONG1. TONG QUAN
1.1. Giéi Thiéu Tong Quan Ve IoT.
1.1.1. Thuc tién va trng dung:

e Thoi dai van vat két ndi Internet of Things (10T) 1a mot mang ludi cac vat thé duoc
gan cam bién hoic hé thdng dién tir dic biét cho phép ching két ndi véi nhau dé thu thap va
trao doi dir liéu. Céc vat thé trong mang ludi ndy co thé duoc két ndi véi mang Internet cho
muc dich diéu khién tur xa.

o Xét V& mat vat chat, 1am thé nao dé chat luong cudc séng chung ta dwgc nang cao, do
la khi cac nhu ciu cua ching ta duoc dap tng nhiéu hon truéc. Nhu cau ¢ day c6 thé 1a co
day du thirc an, co quan 4o dep, khdng ket xe, giam bét nhitng lo lang, khong phai nho
nhiéu thi linh tinh trong du, ... Nhimg diéu nay déu s& duoc dap (ng boi loT. Hién tai, loT
anh huong 16n nhat dén 5 khia canh trong doi séng.

IoT c6 tmg dung rong vo cung, ¢ thé ké ra mot sb thu nhu sau:

Quan 1y chat thai

Quan 1y va 1ap ké hoach quan 1i do thi
Quan ly moi truong

Phan héi trong céc tinh hudng khan cap
Mua sim thong minh

Quan 1y cac thiét bi ca nhan

YV V V¥V VY YV V V

Tu dong hoa ngo1 nha
Theo bao céo hang nim ciia hing Gartner vé xu huéng cong nghé sé& thay d6i thé gisi
trong ndm 2018 thi IoT dang xép & muc dinh cao cta ky vong va tng dung cta IoT trong

vong 5 nam dén 10 nam nita s€ rng dung nhi€u trong doi song thuc te.
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Hype Cycle for Emerging Technologies, 2018

Deep Neural Nets (Deep Learning) Plateau will be reached in:
Carbon Nanotube @ less than 2 years

I Pltform ® totran
Virtual Assistants

Silicon Anode Bater @ 5t010years
Blo?:nhgﬁ o pttries /\ more than 10 years

‘ Digital Twin

Biochips

Smart Workspace

Brain-Computer Interface

Autonomous Mobile Robots

Smart Robots

Deep Neural Network ASICs.
Al Paas

Quantum Computing

Volumetric Displays
Self-Healing System Technology
Conversational Al Platform
Autonomous Driving Level 5

Connected Home
Autonomous Driving Level 4

Mixed Reality

Blockchain for Data Security
Neuromorphic Hardware

Human Augmentation

Knowledge Graphs
4D Printing

Expectations

Artificial General Intelligence

Smart Dust Augmented Reality
Flying Autonomous Vehicles

Biotech — Cultured or

Artificial Tissue
As of July 2018

Plateau of

Innovation et h of S| P
ova )| i
Inflated Dis IrI"“U 1o t Slope of Enlightenment oductivit
Trigger Expsctations isillusionmen Y
' ot

Time

gartner.com/SmarterWithGartner
Source: Gartner (August 2018) Ga rtner

© 2018 Gartner, Inc. and/or its affiliates. All rights reserved.

Hinh 1.1. Biéu dé Hype Cycle ciia hiing Gartner

Theo mdt sé du doan khao sat duoc dua ra

2 768 29ttt 6580 =
T2 &2 13470

Billion

12.5 ¥ 1.84 a0

Blllion
&3 200 $0.08::
Por{y(i%r?ou cmm COD*éVNnggsED

PER PERSON Sowrce Gisce D56, Apd 3011

Hinh 1.2. Mt sé dw dodn khdo sdt

Niam 2003 voi 6.3 ty ngudi c6 500 tridu két ndi internet, voi mdi nguoi s hiru 0.08
thiét bi két ndi.
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Nam 2020 véi 7.6 ty ngudi da 1én dén 50 ty két ndi voi 1 nguoi so hitu 6.58 thiét bi

két noi internet.

1.1.2. Kién triic hé thong IoT

Kién trac hé théng IoT

(IoT Reference
Architecture)

Xu ly dir liéu, phan tich

Thit bi két néi va quan ly Hién thi, vai trd két ndi
. ' .. (Data Processing, (I_’resentation and
(Device Connectivity Analytics and Business Connectivity)
Management

Hinh 1.3. Kién triic mét hé thong IoT(inh swu tim tiv Google)

loT Reference Architecture

Device Connectivity Data Processing, Analytics and Management Presentation & Business Connectivity

IP capable
devices

Provisioning API Personal

mobile
devices

loT Client

App Backend Solution UX

Existing loT Device State Store

devices

loT Client

Cloud
Gateway

Stream Processors
Business

Integration
Connectors

and
g Oateway(s)

Business
Analytics & systems

Storage
g Machine Leaming

Low power
devices

= Data Path
:: :J Optional solution component

. loT solution component
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Hinh 1.4. Tong quan vé mgt hé thong IoT (inh swu tam tiv Google)
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1.2. Gi6i Thiéu Tong Quan Vé “Chiéc O Cim Théng Minh” Va Tinh Thuc Tién Cia
Pé Tai.
1.2.1. O Ciim Pign Théong Minh La gi?

IPAD

Hinh 1.5: M6 hinh 6 cim thong minh.(Anh swu tam tir Google)

O cam dién thdng minh 13 6 cam c6 kha ning twong tac véi cac thiét bi két ndi wifi
trong nha. Phu kién thong minh nay duoc hién thi hau hét trén cac ung dung cia Google
Assistant, Amazon Alexa, Apple HomeKit,.... dé hd tro tinh ning diéu khién khong day d6i
v6i cac thiét bi trong nha, nhu bong dén, may sudi, may giat, may diéu hoa,... cling nhu cac
thiét bi dién tr néi chung.

O cam thong minh 13 loai 6 cam dién c6 kha ning thay thé 6 cam thong thuong, gitp
két nbi d6 dién tir v6i ngudn dién. Tuy nhién, ching c6 thé bat tat cac thiét bi dién dé dang,
thong qua két néi Wi-Fi v6i smartphone, tur ngit dién khi qué tai hay cai dat kich ban khoi
dong hoic tat thiét bi khi két hop véi cac cam bién.
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1.2.2. Uu diém ciia é cam di¢n thong minh so véi é cam thwong.

e Thir nhat: Bat/ tit duoc cac thiét bi tir xa mot cach dé dang, thay thé cac cong tic co
& mot 6 cdm binh thuong bang cac relay dong ngit tr dong.

o Thir hai: it tiép xdc vat 1y nén ting tinh an toan cho ngudi sir dung.

e Thir ba: La ctu tinh trong mot s trudng hop cap béach.

Chung ta c6 thé hinh dung mét tinh hudng cu thé nhu sau:

M&i budi sang ban déu i quan 4o twom tat dé di lam. Mot hom ban di xudng dudi nha
gilr xe va chot nhé ra la chua rut 6 cdm ban Gi. Nha ban lai & can ho tﬁng 50 cua Vin Group,
phai doi thang may va di 1én lai u — chan chén 1a khong. Vi chiée 6 cam thong minh da két
ndi véi chiée smartphone cua ban rat don gian khi chi can mo app dién thoai, chon vao biéu
tugng 0 cam thong minh va biAm nat tat 13 xong. Pdi véi chiée 6 cam thong thuong thi ban
d3 c6 co hoi tap thé duc nang cao stc khoe roi day.

o Thur tu: Giup tiét kiém tién dién hiéu qua .

Rat nhiéu ngudi co thoi quen ra khoi nha thuong quén khong tit thiét bi dién hodc dé
chiung & ché do chd .Cé nhiéu thiét bi khi & ché d6 cho van ngdn khong it tién dién nhur 13
Tivi, may tinh, Wifi, cac cuc sac pin, 10 vi sdng, may nudng, may xay sinh t4...Chiing ta chi
can bat ché do Véng nha véi thiét 1ap cai dat sin, O cam dién thong minh s€ kiém soat toan
bd moi thiét bi dién trong nha, dam bao moi thiét bi s& duoc tat khi khong c6 ngudi ¢ nha

dé tiét kiém tdi da chi phi.
1.2.3. Tinh phé bién ciia 6 cim thong minh trén thi trwong va thdch thirc.

e Duoc st dung rong rai trong cac cian ho cao cap, nha hang, khach san, villa..la nhiing
noi sang trong danh cho giéi thuong luu.

e Do gi4 thanh san pham con cao nén kho tiép can dén nguoi tiéu ding binh dan, do
vay ma tinh phd bién cua 6 cam thdng minh thuc té van con rat eo hep va it nguoi biét dén.
Song ngudi dan Viét Nam van chua thay doi thdi quen véi chiéc 6 cam thong thuong.

e Kha ning hiéu biét cong nghé ciia ngudi tiéu dung Viét Nam con han ché, con e ngai
khi sir dung céc thiét bi cong nghé. Vi vy can phd cap kién thic cong nghé dén nguoi sir
dung maot cach thiét thyc va gan giii tir d6 méi hudéng nguoi tidu dung dén véi san pham mot

cach nhanh chéng va hiéu qua nhat. Song song dé ciing 1a mot thach thirc chonha san xuét.
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1.2.4. Tinh teng dung thwe tién ciia dé tai véi hoan cinh thuece té.

Theo xu hudng phat trién ctia thé giéi nhan thay giai phap cho mot chiéc 6 cim thong
minh thyuc sy rt thiét yéu va 1a mot huéng dé tai tng dung rat hay. Hién nay chiéc 6 cim
thong minh dang rat pho bién & cac nudc 16n trén thé gidi, tuy nhién ¢ Viét Nam thi con
chua phé bién.Vé6i xu hudng hién nay, doi sbng con ngudi ngdy cang phat trién va hién dai
hon, thi nhu cau cai dat nhiéu thiét bi dién théng minh trong nha dic biét 1a chiéc 6 cam s&
mang lai su tién nghi bat ngd nhd dugc didu khién ty dong va ngay cang can thiét. Do do,

tinh thue tién cua dé tai “O cdm thdng minh diéu khién quan mang internet” 1a rt 16n.
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CHUONG 2. QUY TRINH CONG NGHE CHE TAO THIET KE PHAN CUNG
2.1. Pic diém céu tao cia thiét bi

2.1.1. So dd nguyén ly

KHOI NGUON ADAPTER 220V - 12V

[ KHOI CHINH LUU ]:>[ KHOI PONG NGAT J

s

[KHOI TRUNG TAM I

BIEU KHIEN - WIFI

]

KHOI NGUON CAP 5V

2.1.2. S0 d6 thyc té 7 ‘
Thiéet bi dugc xay dung theo mo hinh dugc thé hién trong so do dudi day.
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Hinh 2.1. (Hinh chi mang tinh chét mé td)

1) Khéi ngudn Adapter: Cap dién 4p xoay chiéu 220VAC tir ludi, tir day dién ap duoc
chuyén d6i thanh 12V ngo ra , sau d6 dua vé khéi tiép theo 1a khdi chinh luu.

2) Khéi giam ap: Sir dung module LM2596 véi chirc nang giam dién ap dau vao 12V
xubng con 5V cap cho vi diéu khién va relay.

3) Khéi wifi: Str dung Modul wifi ESP8266 dé nhan tin hiéu thu vé tir vi xir 1y, gui dit
liéu nhan duoc 1én web sever dé ta c6 thé theo ddi online qua wifi internet.

4) Khéi dong céit: Sir dung relay 5V-10A dé dong cit mach dién khi nhan duoc tin
hiéu diéu khién tir ngudi sir dung

5) Khéi cau chi dé bao vé mach khong bi hu hong khi xay ra chap dién hodc chay nd.

6) O cam két ndi cac thiét bi trong nha.

7) Phich cim
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2.2. Thiét ké chi tiét cac khoi
2.2.1. Thiét ké khoi nguén

Thiét b sir dung cac cap dién 4p Mach Adapter 220V — 12V, 5VDC, 3.3VDC
2.2.1.1. Khéi nguon Adapter.

Hinh 2.2. Mach nguéon Adapter 12V

Tan dung nguén Adapter san co, sinh vién thao rdi mach, mach cé chirc nang chuyén
d6i dién ap 220V ngo vao thanh dién ap 12V ngo ra, sau d6 dién ap 12V nay duoc cip cho
module LM2596.
2.2.1.2. Khbi chinh luu va ngudén 5VDC

Ta str dung Module ngudén LM2596 véi:
Input: Di¢n &p 12V dugc dua tir Adapter
Output: 5VDC/3W
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Hinh 2.3. Mach nguén giam dp 5VDC
2.2.1.2. So d6 nguyén Iy.

JAGK
TRER NEION

Dién ap 12V tir Adapter s& duoc dua qua khéi chinh luu dé chuyén d6i dién ap mot
chiéu thanh dién ap xoay chiéu, sau d6 dua tin hiéu vao tu 2200uF dé lam muot 1an thi nhat
trude khi dua vao khdi module giam ap LM2596. Module LM2596 véi thanh phan chi chét
1a IC LM2596 va mot sb linh kién khac, s& chuyén doi muc dién ap 12V thanh dién ap 5V
xoay chiéu va ta co thé tuy chinh dién 4p bang cach xoay bién tré trén module. Dién ap 5V
ngo ra cho qua tu di¢n 2200uF dé 1am muot trude khi cép cho vi diéu khién Node MCU va

module relay.
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2.2.2. Khoi diéu khién trung tam — vi diéu khién esp8266.

= Khoéi diéu khién trung tdm dong vai trd nhu mot bd ndo ¢ kha niang diéu khién tat ca
cac thiét bi khac trong nha nhu bong dén, cam bién gas, cam bién nhiét 4o, d6 am, dong hd
hién thi sd...C6 kha ning diéu khién moi thiét bi trong gia dinh bang cach st dung dién
thoai thong qua wifi.

*ESP8266 1a mdt chip tich hop cao - System on Chip (SoC), c6 kha ndng xir 1y va luu
trir tot. ESP8266 con cung cap kha nang két néi mang wifi day da va khép kin.

NodeMCU ESP-12 development kit V1.0

PIN DEFINITION

ADCO A0
RSV (GP105
RSV (GP104 |
sp3 (GP100 |{FiASH]
sp2 (Gp1oz }-{7xp1 }

SD1

CMD

spo (Gp1014) (HSCiK)
cLk (Gp1012) (AMISO)
GND GpP1013} RxD2 }{HMosI])
3v3 GP1015}~ TXD2 }-{ HCs |
EN (GP103 - ”XDO )

RsT - (Gp1o1 }{7xpo0 )

GND GND GND

vin RST FLASH 3y 3 3.3v

QQ-QQ

Hinh 2.4. ESP8266 PINOUT.

2.2.2.1. Théng tin vé san pham

- Chip: ESP8266EX

- Hb trg két ndi WiFi: 2.4 GHz hd trg chuan 802.11 b/g/n

- Dién 4p hoat dong: 0V-3.3V

- Pién ap vao: 5V thong qua cong USB

- 86 chan 1/0: 11 (tat ca cac chan /O déu c6 Interrupt/PWM/I2C/One-wire, trir chan
D0)

- S6 chan Analog Input: 1 (dién ap vao t6i da 3.3V)

- Bo nh6 Flash: 4MB

- Giao tiép: Cable Micro USB

- C6 thé 1ap trinh dugc bang C/C++, Arduino IDE, NodeMCU
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- Ngudn 5V truc tiép tir USB hoic 5V qua Vin
2.2.2.2. Ung dung
ESP8266 c6 thé tmg dung trén nhiéu linh vuc khac nhau nhu:
- Thiét bi dan dung
- Tu dong hoa nha ¢
- biéu khién khong day trong cong nghiép
- Thiét bi nhan biét vi tri wifi
- Thé ID bao mat
- Camera IP
2.2.2.3. Uu diém.
- Két néi WiFi chinh la diém manh nhit caa ESP8266.
- Gi thanh ré, d& dang tim kiém trén thi truong.
- Nho, gon.
2.2.2.4. So d6 nguyén Iy.
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CAp ngudn 5V vao chan Vin va ndi véi cuc 4m (Cathode) cua diode 1N4007, cac chan
mass ndi cac chan E cua transistor C1815 (Q1 dén Q6) va ndi vao chan GND cua vi diéu

khién. Cac chan tin hiéu két ndi v6i cac chan digital (D0, D1, D2, D3, D4,D5) , ndi lan luot

qua cac dién tro (tir R1 dén R6) vao cuc B cua Transistor.

2.2.3. Khoi déng cit ding relay
+ Ro-le 1a mot loai linh kién dién tir thy dong rat hay gip trong cac Gng dung thuc té.

Khi ban gap cac van dé lién quan dén cong suat va can sy On dinh cao, ngoai ra c6 the de

dang bao tri, thi ro-le chinh 13 cai ban can tim.

+ Nhiéu ro le st dung mdt nam cham dién dé van hanh co khi céng tic, nhung nguyén

1y van hanh khac cling dugc su dung, chéng han nhu ro le trang thai ran.
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+ Ro le dugc str dung khi can kiém soat mot mach dién béng mot tin hiéu cong suét
thap (voi day du cach dién giira kiém soat va mach diéu khién), hodc trong trudng hop mot

s0 mach phai dugc kiém soat bo1 mot tin hi¢u.

VCC
5 JELEL 2 _CBI
b 4
1 S__1_comMl
LEDI 1N4007 —
R4 e 4 A 3 CKl
1k

| R.z—. Q1
E o C1815

So d6 nguyén ly mé ta déng ngit mét relay don giin

O day sinh vién sir dung Transistor NPN ( C1815) dé diéu khién.

Khi SI = 1; QI thong, c6 dong dién cip cho cudn hut ciia Relay. Tiép diém 1 ndi vai
3, dén LED1 sang, dong nghia 6 cam co dién, thiét bi két ndi véi 6 cam s& hoat dong.
Nguoc lai,Khi S1 = 0; QI tat, khong c6 dong qua cudn hut. Tiép diém 1 ndi vai 2, dén
LED1 tit, 6 cam khong c6 dong dién chay qua, thiét bi ngit két noi.

Vi so do nay ta co thé thay Relay 5V bang 12V, 24V ( Tuong tmg VCC= 12V, 24V).
Maic dung dién ap diéu khién S1 =0, 5V. Mach van hoat dong binh thuong.

Chuong 3. QUY TRINH CAI PAT VA THIET KE GIAO DIEN PHAN MEM.

3.1. Cai dat app BLYNK

Blynk 1a mot tmg dung chay trén nén tang iOS va Android dé diéu khién va giam sat
thiét bi thong qua internet. Blynk khong bi rang budc voi nhiing phan cing cu thé nio ca,
thay vao do, no hd trg phﬁn cung cho ban lya chon nhu Arduino, Raspberry Pi, ESP8266 va

nhiéu module phan ctng phd bién khac.
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Dé tai nay st dung Blynk v6i NodeMCU (ESP8266). Trudc khi bat dau can mo
Arduino IDE va chon dung module minh dang sir dung, & day 1a Node MCU.

Sketch Tools Help

: Aute Fermat Ctrl+T
Archive Sketch
Janlza Fix Encoding & Reload
gef Serial Monitor Ctrl+Shift+ M
put Serial Plotter Ctrl+Shift+L L once:

WiFi101 Firmware Updater

Board: "ModeMCU 1.0 (ESP-12E Module)” ) i
CPU Frequency: "80 MHz" 3 Arduine Yin Mini
1oq  FlashSize: "4M GM SPIFES)’ : *"'L_@“iﬂﬂ Industrial 101
Upload Speed: "921600" ; Linino One
Puat Port Arduino Uno WiFi
Get Board Info ESP2266 Modules
Generic ESP3266 Module
Programmer: "AVR 15" T Generic ESP8285 Module
Burn Bootloader ESPDuino (ESP-13 Module)
Adafruit HUZZAH ESP3266

ESPresso Lite 1.0

ESPresso Lite 2.0

Phoenix 1.0

Phoenix 2.0

ModeMCU 0.9 (E5P-12 Module)
®  MNodeMCU 1.0 (ESP-12E Module)

Olirnex MOD-WIFI-ESP2266(-DEV)

SparkFun ESP3266 Thing

SparkFun ESP8266 Thing Dev

SweetPea ESP-210

WeMos D1 R2 & mini

WeMos D1(Retired)

ESPing (ESP-12 Module)

ThaikEasyElec's E5Pino

bé dung dugc Blynk, ta can cai thu vién nay vao Arduino IDE:
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g Library Manager s

Type Al w | Topic | Al ~ | [blynk

Blynk by Volodymyr Shymanskyy Version 0.4.8 INSTALLED ~
Build a smartphone app for your project in minutes! It supports WiFi, BLE, Eluetooth, Ethernet, GSM, USE, Serial. Works with

many boards like ESP8266, ESP32, Arduing UND, Nano, Due, Mega, Zero, MKR 100, Yun, Raspberry Pi, Particle, Energia, ARM

mbed, Intel Edison/Galilec/Joule, BBC micro:bit. DFRobot, RedBearLab, Microduino, LinkIt ONE ...

Maore info

Select version Inst

@
Cuf

Update

TinyGSM by Volodymyr Shymanskyy

A small Arduino library for GPRS modules, that just works. Includes examples for Blynk, MQTT, File Download, and Web Client.
Supports G5M modules with AT command interface: SIMB00, SIMS00, A5, A7, M530, ESP28266, SIMB00A, SIMB00C, SIMB0OOL,
SIMBOOH, SIM808, SIMB&S, SIM300A, SIMS00D, SIMS08, SIMSG8

Mare info

Cloze

Tao tai khodn Blynk
Dé c6 thé sir dung App Blynk chiing ta can phai dang ky mét tai khoan moi. O day co
2 cach dang ky bang Facebook hodc tao mot tai khoan méi (Create New Account).

Duéi day la cach diang ky bang Account.
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Nhép thong tin tai khoan Gmail ctia cac ban. Rdi nhan Sign Up dé tién hanh dang ky.

guyentanluc490@&gmail.com

Sau khi dang ky hoan thanh, chung ta s& tién hanh tao mot Project méi.
Minh s& huéng din cac ban tao mot dy an Bat/Tat LED trén Blynk.
Céc ban Click vao dau cdng (+) trén thanh cong cu dé tién hanh tao Project moi.

Click vao Create dé hoan tt viéc tao méi.

Led demo

ESP8266

Blynk s& cip cho cac ban mot ma Token, mi nay sé gui truc tiép vao Gmail ma lic
nay ban dang ky.
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M3 Token nay dung dé chén vao code Example cua Blynk.

=Y

Auth Token was sent to:
nguyentanluc490@&gmail.com

Don't show again

Pé Bat/Tat Led chung ta can c6 mot nit bam dé diéu khién. Vao Widget Box (+) >

Click vao Button dé 1dy nit nhan ra.

. Button
Styled Button
Slider
Vertical Slider
Timer

. Joystick

& zeRGBa

| StepH

4
Click vao Button dé tién hanh cai dit thong sb.
« O muc Button: Pt tén cho nat nhan.
« OUTPUT: Céu hinh cho PIN can két nbi, & ¢y minh chon Digital > gp16 (chan nay
c6 LED dugc tich hop trén board mach san).
« MODE: ¢6 2 ché d6 PUSH (nhin th4) va SWITCH (nhan gii).
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« ON/OFF LABELS: Thay d6i ché do hién thi cho nut nhan (Vd: Céac ban khong thich
dé ON/OFF c6 thé thay bang BAT/TAT hodc mét cai tén nao ma ban mudn).

« DESIGN: O phin nay cac ban c6 thé diéu chinh mau sic ctia nit nhan.

(@ swiTcH

3.2. Piéu khién céc thiét bi trong gia dinh bang giong néi

1.Bén canh viéc diéu khién bﬁng nat nhén, ching ta co thé diéu khién bat tit cac thiét
bi trong ngdi nha cua minh thong qua giong noi.

2. Chi v6i vai cau noi ra 1énh dé bat hay tit thiét bi thong qua Google Assistant c6 trén
dién thoai chiing ta ¢ thé diéu khién dé dang céc thiét bi ma minh mong mudn.

3. So dd quy trinh diéu khién céc thiét bj bang giong noéi dién ra nhu sau:

IFTTT
if thenthat
T$ . (((.)))
T2 =5 ) e
6_- Google Assistant Webhooks
INTERNET

TRQ'LYAO
GOOGLE

[

e ® coitrkhoa =, 0
~ candiéu khién
&“ Lay d@ liéu trén
Server blynk vé va
m diéu khién thiét b
T
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3.2.1.Google Assistant

- La mot trg 1y ¢4 nhan a0 dugc phat trién boi Google va dugc gidi thi€u tai hoi nghi
nha phat trién ctia hingvao thang 5 ndm 2016. Google Assistant c6 thé tham gia cac cudc trd
chuyén hai chiéu. Google Assistantla cong cu dé két ndi giita Smartphone va dich vu

IFTTT.

Google
10 ¢

322 IFTTT

- Pay 1a mot dich vy web trung gian. N6 dtng gitra hai dich vu dé thuc hién mot tac vu
khi mot diéu Kién nao d6 xay ra, boi vay mai c6 céi tén If this (néu diéu nay xay ra) then
that (thi 1am viéc kia). Toan bo hoat dong cua IFTTT dya hét vao nguyén ly nay. IFTTT
gitp két ndi gitra Google Assistant va Webhook 1am cho moi thir hoat dong cuing véi nhau

mot cach sudn sé.

» Dang nhap va setup trén IFTTT:
Ding nhap bang tai khoan cua Google Assistant nhu trén dién thoai hodc 1a dang nhap

bang Gmail cua Google.
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- o x
« i ome @
o @ ) ™ n o & ° ) °
IFTTT  tome .
Account
Activity
Discover My Applets
See what's new and browse recommendations My services
made just for you.
Create
Sign out

Explore

Q Search

Make your own from scratch

Click Create dé tao applet mai. O ddy chung ta s& tao 2 Applet, 1 cai cho lénh ON, 1
cai cho Iénh OFF.

IFTTT Home Q search

Create your own

If 8 Then That

Build your own service

V&i muc THIS thi ching ta sé chon Google Assistant nhu hinh sau:
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Choose a service

Q google Assistant]

Google Assistant
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Chon “Say a simple phrase”

n Choose trigger

Say a simple phrase

This trigger fires when
you say “Ok Google” to
the Google Assistant
followed by a phrase you
choose. For example, say
"0k Google, I'm running
late” to text a family
member that you're on
your way home.

Say a phrase with a
number

This trigger fires when
you say “Ok Google” to
the Google Assistant
followed by a phrase like
"Set Nest thermostat to
68.” **Use the # symbol
to specify where you'll
say the number
ingredient

82

Say a phrase with a
text ingredient

This trigger fires when
you say “Ok Google"” to
the Google Assistant
followed by a phrase like
“Post a tweet saying
‘New high score.” **Use
the $ symbol to specify
where you'll say the text
ingredient

Say a phrase with
both a number and a
text ingredient

This trigger fires when
you say “Ok Google” to
the Google Assistant
followed by a phrase like
“Block time for ‘exercise’
at 6 PM.” **Use the #
symbol to specify where
you'll say the number
ingredient and $ where
you'll say the text
ingredient




"';' Say a simple phrase

This trigger fires when you say "Ok Google” to the Google
Assistant followed by a phrase you choose. For example, say
“"Ok Google, I'm running late” to text a family member that
you're on your way home.

What do you want to say?

turn on the device 2

What's another way to say it? (optional)

bat thiét bi hai

And another way? (opticnal)

bat thiét bi 2

What do you want the Assistant to say in response?

Thiét bi 2 d& bat

Language

English v

Pién cau Iénh mudn noéi nhu thé nao thi tly, vi du “turn on the light”. Pién xong

thi Create Trigger.

If B Then B3

V6i muc THAT thi chon “Webhook”.
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Choose action service

Step 3 of 6

Q  webhooks|

(SO

Webhooks

Chon “Make a web request”

3ack ’

Y Choose action

Step4 of 6

Make a web request

This action will make a
web request to a publicly

accessible URL. NOTE:

Requests may be rate
limited.

84



&‘3 Make a web request

This action will make a web request to a publicly accessible URL.
NOTE: Requests may be rate limitad.

URL

http://188.166.206.43/eOgElw5_rPeak1Z4f
wwoéEDamRWi-HIMM/update/D5

Surround any text with "<=>=" to escape the content
Method

PUT v
The method of the request e.g. GET, POST, DELETE
Content Type (optional)

application/json v
Optiona
Body (optional)

["1"1

Surround any text with "<<>>" to escape the content Add ingredient

Nhin Create action
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Review and finish

o S

K You say "turn on the

light”, then Make a
web request

by zinduong?74

Receive notifications
when thiz Applet runs

Nhan Finish ta tao dwgc applet nhw sau

&
if You say “turn on the
device 2", then Make a

web request

by Zinduong? 74
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Manage your Applete

You can acroll through a list of them hers or oeats

WO O Learn more

if You say "turn on
the device 2", then
Make a web request

by Zinduong 774

{0y Covarsod

if You say "turn off
the device 2", then
Make a web request

by Zinduong 774

{0y Covarsod

My Applets

if You say "turn off
the device 1", then
Make a web request

by Zinduong 774

(03 Connstod

if You say "turn on
the device 3", then
Make a web request

by Zinduong 774
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the device 1", then
Make a web request

by ZinduongF 74

(7 Conersod

if You say "turn off
the device 3", then
Make a web request

by ZinduongF 74




Chuong 4. KET QUA PAT PUQC

4.3. Mach déng sau khi hoan tit

20 thg 6, 2020
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KET LUAN

Dé tai “O cam dién théng minh diéu khién qua mang internet” ctia ching em con rat
nhiéu thiéu sot va khiém khuyét, mic du da rat cd gang tim hiéu va tim toi, cling nhu dugc
su chi bao cia GVHD thay V6 Minh Phung, nhung do kinh nghiém va kién thic con han
ché nén hé théng ciing chua thuc sy hoan hao. Em mong nhan duoc nhiéu y kién dong gop
cua quy thay, co ciing nhu cac ban dé hé thong ngay cang hoan thién hon, gitp cac chung
em ngay cang hiéu rd hon vé hé théng diéu khién tu dong tir xa va nim bat dwoc xu thé
chung ctia xa hoi vé mo hinh ngdi nha thong minh néi riéng ciing nhu hé thdng diéu khién
thdng minh noi chung. Gop phan giup dit nudc tién vao cudc cach mang céng nghiép 4.0
dang rat pho bién ¢ cac nudce trén thé gioi.

e Két qua thuchién:

Sau thoi gian nghién ctiru va thuc hién dé tai ndy cing véi sy huéng dan tan tinh cua
thay V& Minh Phyung ching em da hoan thanh dung, di theo muyc tiéu dé tai di dé ra. Két
qua dat dugc nhu sau:

- Cung ¢ cac kién thuc da thu nhan dugc trong sudt qué trinh hoc tap

- Thiét ké xay dung mach va viét chuong trinh diéukhién.

- Hoan thién béo cao Iy thuyét vé dé tai.

- Xay dung dugc mo hinh diéu khién thiét bi bang dién thoai di dong.

e Uu diém va han ché:

> Uu diém

Sau qua trinh 1am dé tai va san pham mach thyc té, em nhan thiy dé tai caa minh c6
mot s6 vu diém nhu sau:

- Str dung dién thoai di dong c6 chirc nang wifi mang tinh hién dai va tién nghi.

- Phan cang duoc thiét ké don gian, sir dung s linh kién téi thiéu, két ndi chan ra dap
g nhu cau phat trién dé tai sau nay.

> Nhuogcdiém
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Sau qua trinh 1am dd &n va san pham mach thyc té, em nhan thiy dé tai caa minh c6
maot s6 nhuge diém, han ché nhu sau:

- Hé théng khdng hoat dong duoc ¢ ving khong c6 wifi (vi du nhu khi mat dién).

e Hudng phattrién:

Dé tai "O cam dién théng minh diéu khién qua mang internet” da dugc ching em xay
dung twong d6i hoan chinh, song chiing em tu nhan thay rang dé tai cua minh con nhiéu
thiéu sot vi vay dé dé tai nay thém phan phong phu, mang tinh ap dung trong thuc té hon, c6
kha ning lam viéc cao hon thi dé tai cua em can phai c6 thém céc tinh ning thiét thuc nhuw
sau:

- C6 thém nhiéu 6 cam da nang hon.

-C6 thém cdng tic cho thuan tién khi ¢ gan thiét bi.

- Lap dat thém ban phim, man hinh LCD d¢é hién thi noi dung théng bao trén 6 cam.
- Thay d6i duoc tén va mat khau wifi ma khdng can nap lai code.

- Giam kich thudc va thiét ké miu ma dep hon.

e Gia thanh ciia san pham: 5 triéu dong
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PHU LUC
Code toan mach:
1.#define BLYNK_PRINT Serial
2.#include <ESP8266WiFi.h>
3.#include <BlynkSimpleEsp8266.h>

4.char auth[] = "eOgEIw5_rPeakl1Z4fww6EDamRWi-HIMM";
5.char ssid[] = "DuongVT";

6.char pass[] = "camonbandatruycap";

7.WidgetLED led1(V0);
8.WidgetLED led2(V1);
9. WidgetLED led3(V2);
10. WidgetLED led4(V3);
11. BlynkTimer timer;

12. void blinkLedWidget()

13. {if (led1l.getValue()) {

14. ledl.off();

15. Serial.printIn("LED on VO0: off");
16. } else {

17. ledl.on();

18. Serial.printIn("LED on VO0: on");
19. }

20. }

21. BLYNK_WRITE(V1)
22.{
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23.
24.
25.
26.
217.

28

29.
30.
31.

32

33.
34.
35.

36

37.
38.

39

40.
41.
42.

43

44,
45.
46.
47.
48.
49.

o

50

51.
52,

int pinValue = param.asint();
Serial.printin(pinValue);
digitalWrite(D1, pinValue);
if (digitalRead(D1)) {
led2.0ff();
. }else {
led2.on();
¥
}
. BLYNK_WRITE(V2)
{
int pinValue = param.asint();
Serial.printin(pinValue);
. digitalWrite(D2, pinValue);
if (digitalRead(D2)) {
led3.0ff();
. }else {
led3.on();
}
}
. BLYNK_WRITE(V3)
{
int pinValue = param.asint();
Serial.printin(pinValue);
digitalWrite(D5, pinValue);
if (digitalRead(D5)) {
led4.off();

. }else {
led4.on();

¥
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53.}

54. void setup()

55. { Serial.begin(9600);

56. Blynk.begin(auth, ssid, pass);
57. timer.setInterval(1000L, blinkLedWidget);
58. pinMode(D1, OUTPUT);
59. digitalWrite(D1, HIGH);
60. pinMode(D2, OUTPUT);

61. digitalWrite(D2, HIGH);
62. pinMode(D5, OUTPUT);
63. digitalWrite(D5, HIGH);
64. }

65. void loop()

66. {

67. Blynk.run();

68. timer.run();

69. }

ol

o1
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